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Portal: In-Warranty Portal Flow

Pricing Website > Samsung > Guides > Samsung Guides > IW Portal Flow

Systems: Samsung Guides

Pricing Website > Samsung > Guides > Samsung Guides > Samsung Guides SharePoint

This has TONS of information regarding Samsung common errors, work order flow, credentials management,
ect. This SharePoint is maintained by corporate, and thus is always the most up-to-date resource.

Process: How to Keep Credentials Active (Daily Checklist)

o Generate OTP on GSPN on Slvl account
o GSPN > Knowledge > Hover over Engineer > Mobile Authorization (under Mobile SVC)
o Enter the Certificates Password on the left side and login
= The “Plugin Error” messages can be IGNORED; close it out by clicking OK and Done
o Click the Reissue button to generate your OTP
o Generate MOTP on GSPN on M account
o GSPN > Admin (top right) > M-OTP Management > Generate
o Confirm Engineer on GSPN on M account
o GSPN > Admin (top right) > M-OTP Management > Engineer Management > Enter Sivl
account > Confirm

*  You must search for your full Slvl account name (ex. uBiFXXXSIvIO1).
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GD Tool: Common Resolutions

Confirm Fenrir and GD Tool are not both open at the same time.
o They can both “fight” for USB permissions.
Try a different USB cable on a different PC port
Confirm device has enough storage ( > 3gb)
Unplug, revoke USB debugging authorizations, toggle USB debugging off and back on
Use Fenrir to reinstall Samsung USB drivers.
Android System Web View
o Settings > Apps > and search for "WebView". Once you find that app, tap the 3 dots on the
top right and Uninstall Updates
Restart PC
Uninstall and reinstall GD Tool
Try using #help channel on Slack
Use chat function in lower right of ZenDesk



MOTP GSPN On the Job Training

OJT:MOTP GSPN

Introduction This document is intended for Admin technicians who need to set up the MOTP device.
Read through this guide before attempting to create a new MOTP device. Launch date
is set for 11/26/2024.
Information Prerequisites
e Only Admins (not regular users) can be assigned to generate the one-time
password
e Multiple users can’t generate the password
e Set up will delete any previous person previously able to create passwords
e Just like a user can’t have multiple GSPN accounts, it's the same with MOTP
e |fthe MOTP Admin is not at work, a new Admin user needs to be approved and
the both accounts updated
Resolution Set up a new MOPT user in GSPN (must already have Admin privileges)

New MOPT User

Step Action

1. GSPN > Admin > MOTP Management

samsung GSPN

Privacy Polcy (EL) Privacy Policy (Nen EU)  Coakie Polcy

Home Knowledge Business
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7. [1M-OTP Management

| M-OTP Usage Engineer
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Date 04.01.2024
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depends on GSPN USER time zone

3. Usage Status Tab
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How to sign up for MOTP authority
1. Only one person can apply for MOTP authority
2. Toapply

@ Confirm on applying M-OTP authority 2 You need to consent on security complian
512 A ngcspo e com b iVt g Sofrerhodzmun - EEF 1 - Miosot Edge - 0 X e VS S L

3.  New Menu in CS Portal (CSP)
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MOTP GSPN On the Job Training

Error Messages

1. If you get an error message, your GSPN ID is not assigned to access MOTP.
Contact your CS Portal Admin for access

[ T r—— s/scminymetp/merphing s mathod ssgree - BEE 1 - Microak Elge - o x

CS Portal > Administration

» IMEI Writing Authorization
lesse chedk your > Admin QTP Information Management

2. Youcan'taccess the MOTP until access is approved

el samaungespo sdmin/mete/ mothhacoTnebod=ats - T2W 1 - Mook fdae - o x

gspnla samsungcsportal.come! HAIZ|

FAQs
Q. What to do if the MOTP user is absent?

A. Since only one user is authorized to create a MOTP at a time, if the main MOTP
user is absent an alternative user will have to be set up.

1. CS Portal » Business > Administrator > IME| Writing Authorization > Admin OTP
Information Management

e The updated user must also be an Admin User so you have to replace that
user, then request a new one > have it approved

2. When the alternate user tries to open MOTP menu, GSPN will ask the user to
request the MOTP. Since this can’t be done, you have to request a new MOTP
authority and have it approved

e (S Portal > Business > Administration > IMEI Writing Authorization >
Admin OTP Authority (New)

© 2024 Samsung Electronics America, Inc. All Rights Reserved sn M s u N G
Revised October 28,2024
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Revision The following table lists the revisions made to this OJT resource.
History
Version Released Revision
1 10/25/2024 o  First published edition of this document.
© 2024 Samsung Electronics America, Inc. All Rights Reserved sn M s u N G

Revised October 28,2024
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Samsung Warranty Policy and Check In Procedure



Overview

This guide will walk you through step by step on how a technician
should inspect, troubleshoot and repair Samsung mobile devices with
specific focus on how to accurately identify and maintain a Samsung

device's warranty status based on the condition of the device.
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Physical Condition

Overview




Overview

The first step in warranty eligibility is to verify that the customers device does not have any physical damage that will
void their warranty status.

Flip and Fold Devices

For foldable devices you will need to take a deeper look at the device to determine if there is any physical damage
that will void the device's warranty status. Similar to the Galaxy S devices, we want to ensure the back glass, outer
display, camera deco, etc. are all free from damage on the outside of the device. Detailed examples found on slides 7
through 25.

Once you have inspected the outside of a foldable device, please go to slide 12 for a more in-depth analysis on the
inner display inspection process.

Galaxy S and A Series

For non-foldable devices, any degree of physical damage will void the warranty. This includes cracked or broken back
glass, camera deco, front glass, or the LCD being cracked underneath. Detailed examples found on slides 27 through
33.

For both repair types, techs should also be careful to not damage or break the screen during disassembly to avoid
risk of chargebacks.

ubreakifix.
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Damage Inspection Point Glossary
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Flip & Fold

Physical Condition

Deco & P-Cap




Deco & P-Cap Overview

IMPORTANT - You must remove the film protector from a flip or fold device to properly inspect the display.
Failure to do so will impact your ability to make the proper determination which could result in a charge back.

1. Any damage to the deco and/or p-caps will result in an out of warranty status. All examples below would be
out of warranty repairs |

All of the chips
present on the
example on the
left would make
the repair OOW

If the deco or p-cap has any chips, cracks, or
missing pieces the repair is considered out of
warranty and should be charged to the customer

ubreakifix.
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Deco Damage

Minor cosmetic scratches should be considered IW

T /1‘ .

ubreakKifix.
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Any cracks, chips, gouges, or missing pieces of the
deco should be considered OOW




Deco Damage Continued

1\

Any cracks, chips, gouges, or missing pieces of the
Minor cosmetic scratches should be considered W deco should be considered OOW

ubreakifix.
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P-Cap Damage

Damage present on P-Cap (misalignment of ribbon)

P-Cap protruding out more than usual

ubreakifix.
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Flip & Fold

Physical Condition

Inner Display Cracks




Inner Display Cracks Overview

Once you have verified that there is no damage to the deco or p-cap we will need to inspect the display itself.

Assembly Lavers:
This image portrays how the different layers of a foldable display are

Protection Film (Screen Protector) :c?:;jt out and why it is so important to remove the screen protector

PL (Protect Layer)

UTG (Ultra-Thin Glass) Once removed, you will then be able to fully inspect the PL
(protective layer) and have a better look at any potential UTG (ultra
thin glass) or LCD cracks underneath.

The next few slides will help you understand the different variations of screen issues on the
UTG (Ultra Thin Glass).

ubreakifix.
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Ultra-Thin Glass (UTG) Crack

Identifying IW vs. OOW

Symptom IN WARRANTY OUT OF WARRANTY

UTG cracks in Torn surfaces are rough to "'

the folding the touch; 4
UTG Crack Only area appear stabs are'not
as multiple symmetrical
inconsistent Stall)(bad at
lines. cracked area

Examine the deco, P CAP and
hinge carefully for
stabs/scratches/presses

If the folding area has any of these or other types of
damage, check for physical drop damage

Black/Gray Spot, White ﬂs”'
Line I
um Crack

DiFcided whthorsen metin

i f foldi i
[Deco of folding areais stabbed] ' © 0 o atictios S

No tear on the screen or radial cracks (a crack that spreads

in multiple directions from a single impact or pressure point) Use a light source to check

for radial cracks even if the
damage is away from the
UTG symptom. These are
OOW cases even if the crack
is not near the symptom

Not feels rough when touched.

No Radial cracks A

Damage away from the
crack
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Ultra-Thin Glass (UTG) Crack (Continued)

IN WARRANTY OUT OF WARRANTY

Pressure / Impact Damage with
crack at the top of display

ubreakifix.
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Identifying Types of Cracks

There may be times that a device looks like it has a UTG crack, but it is a different layer of

Assembly Layers:
the display that is damaged.
Use this section as a tool to assist in troubleshooting the type of repair needed. Protection Film (Screen Protector)
. 4 o - _ PL (Protect Layer)
A device that has a crack in the Protective Film (PF) may look like it has a crack in the UTG.
To determine which it is, follow these steps: UTG (Ultra-Thin Glass)
1.  Remove the Protective Film

2. Remove any remaining adhesive
3. Ifthe UTGis normal, recommend replacing the Protective Film

UTG Crack -> Follow In-Warranty
Protection Film Crack -> Replace Film Only Troubleshooting on slides 7 and 8 [

~ 4 Appears in the form of

. l Narrower width
\ / a whole connected line

" in a\e form of 3 |
a partial fine ! Narrower width

§
1 a simple line shape

Multiple complex lines Single solid line shape
Wider width  (broken glass shape)

ubreakifix.
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Flip & Fold

Physical Condition

Inner Display Screen Defects




Inner Display LCD Defects Overview

When determining if screen defects such as dead pixels, black spots, white lines, etc. are covered under
warranty there are a few things we need to inspect. As you will see throughout the next few slides,
identifying marks in the PL (protective layer) will be key in determining if the identified blemishes were a
direct result on the screen malfunction.

Excessive Abuse Excessive Abuse
or Damage or Damage

Excessive damage to
the outside of the
device, especially on
or around the hinge
can also directly void
the warranty of the
display on the other
side.

Any screen malfunctions on around
marks/blemishes like this should be considered out
of warranty and be at the cost of the customer.

If the screen is blank or you are unable to separate
any blemishes from the malfunction you will need
consider the repair out of warranty.

ubreakifix.
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White Line
Identifying IW vs. OOW

Symptom IN WARRANTY

At fold

OUT OF WARRANTY

The white line symptom at the folded area should be handled as Out-Of-
Warranty when there is a stab, scratch, or press

Examine the P CAP, Deco, and Hinge area for physical damage

deco
stabbed

ubreakifix.
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White Line (Continued)
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Black Spot
Identifying IW vs. OOW

Symptom IN WARRANTY OUT OF WARRANTY

1. Inspect the hinge area for damage

At fold

A small black spot may
grow over time and can
even cause the LCD to go
completely blank

Black Spot due to physical damage (on/near the hinge area, P CAP, Deco or
at the spot of the symptom) should be handled as Out of Warranty

ubreakifix.

BY asurion



Bright Dots

Identifying IW vs. OOW

Symptom IN WARRANTY OUT OF WARRANTY
Single bright dot
|
If there is any direct damage trace (Stabbed/Scratched/Pressed) on the
Bright dots of the screen, it should be handled as Out of Warranty
Multiple bright dots
[cave in]

ubreakifix.
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Black Screen
Identifying OOW (screen lifting)

Symptom OUT OF WARRANTY

In some cases, the Display assembly will begin to lift or
peel from the frame (deco and p-cap). This is strictly an
out of warranty case and should be charged to the
customer.

Causes:
Device power turns on, but e |CCrack due to strong pressure of the surface
there is no working display (only * Corrosion of display parts due to water damage
vibration or sound work)  Screen scratched, display damage due to drop

ubreakifix.
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Flip & Fold

Physical Condition

Chargeback Avoidance




Flip and Fold Chargeback Common Occurrences

Once you have properly deemed a Samsung device In-Warranty we need to ensure we are using
proper repair techniques. If you DIP (Damaged in Process) an In-Warranty core your location will be
subject to a chargeback. Below you will see some common occurrences that resulted in chargebacks.

2. LCD burn/damage during camera on ear

1. Torn or missing flex cables
speaker removal

2022.0820 A

Punctured camera window

LCD Burn

ubreakifix.
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Flip & Fold Display Warranty Determination Flowchart

Whenever a Galaxy Z series foldable device is presented for repair, it is important to complete the appropriate troubleshooting on the device BEFORE beginning the repair. Completing
the needed troubleshooting in the correct way will help to ensure that there is no unnecessary part consumption, and that the repair is properly identified as In-Warranty or Out-of-
Warranty.

Please utilize this warranty process below for any potential foldable display repairs:

4. Warranty Judgement

1. Inspect the device 2. Inspect the display 3. Determine the

5. Repair
carefully looking for symptom(s) reported by classification of the
physical damage. Make the customer symptom type below «  Ifnodamage atall: Ensure you are
sure each ofthese. EIEY W performing the repair
below are examined (1 ASk customer \ properly and avoiding
’ when the +  If damage on or scenarios below as
near defect area: they are subject to
Hinge housing S BT [6)0)1] chargeback
Front Deco to occur
Protect Cover 2. Remove Screen
Front P-CAP 3 :Lc:ch[t)o‘ll"ool Burn the LCD

Back Glass Torn Flex's

Incoming Quality Breaking the UB

\ Control if possmly Display

Damaging other

ubreakifix.
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Galaxy A & S Series

Physical Condition

Display Determination




Galaxy A and S Series Display Cracks

For non-foldable devices, any degree of physical damage will void the warranty. This includes, but is not
limited to, cracked or broken back glass, camera deco, front glass, or the LCD being cracked underneath.
Below are some examples of what would be considered OW:

Even if the damage seems obvious,
always be sure to thoroughly check the
rest of the phone for any additional
damage. In this case, the frame is
chipped near the impact point.

ubreakifix.

BY asurion



Galaxy A and S Series Display Defects

Any display defects that show no signs of physical damage that could be causing the issue should be
classified as IW.

White Lines Black Spots Dead Pixels

ubreakifix.
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Galaxy A & S Series

Physical Condition

Cracked Backglass




Galaxy A and S Series Cracked Backglass

When repairing a device
with a severely damaged
backglass, be aware that
components underneath,
like the Main and/or Sub
PBA and rear cameras,
may also be affected and
should be inspected
thoroughly.

If the backglass of the
device is cracked, the
repair would be OOW.

Remember that not all
cracked backglasses will
be easily noticeable.
Conducting a thorough
inspection of the backglass
will help you make a well-
informed assessment.

ubreakifix.
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Galaxy A & S Series

Physical Condition

Chargeback Avoidance




Galaxy A & S Series Chargeback Common Occurrences

Once you have properly deemed a Samsung device In-Warranty we need to ensure we are using
proper repair techniques. If you DIP (Damaged in Process) an In-Warranty core your location will be
subject to a chargeback. Below you will see some of the more common occurrences we have noticed.

2. LCD burn/damage during camera or ear

1. Torn or missing flex cables
speaker removal

2022.0820 A

Punctured camera window

LCD Burn
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A & S Series Display Warranty Determination Flowchart

Whenever an A and/or S Series device is presented for repair, it is important to complete the appropriate troubleshooting on the device BEFORE beginning the repair. Completing the
needed troubleshooting in the correct way will help to ensure that there is no unnecessary part consumption, and that the repair is properly identified as In-Warranty or Out-of-
Warranty.

Please utilize this warranty process below for any potential A & S display repairs:

1. Inspect the device 2. Inspect the display 3. Determine the 5. Repair
carefully looking for symptom(s) reported by classification of the
physical damage. Make the customer symptom type below +  If no damage at all: Ensure you are
sure each of these areas W performing the repair
below are examined P properly and avoiding
. e If damage is scenarios below as

when the symptom

LCD started to occur

2. Run GD Tool
Incoming Quality
Control if possible

present: OOW they are subject to
chargeback

Backglass
Frame
Front camera

Burn the LCD
Torn Flex's
Breaking the UB

Display
Damaging other
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Samsung Warranty Determination: Customer Talking Points

Use this guide when talking with a customer about the warranty determination at your store.

Remember to use soft skills and express sympathy and understanding with the customer, but maintain
confidence in your decision to determine their warranty status based on condition inspection. You are the tech
expert responsible for determining a device’s warranty status based on condition.

What NOT to say to a customer: What TO share with a customer:
e “We don’t do in-warranty Samsung repairs” 1. Explain the differences in how In-Warranty validation
works: In-Warranty by Date versus In-Warranty based on
e Mention any detailed, backend processes such as: Condition differences.
o “Samsung doesn’t pay us”
o “If we don’t make the right determination, we will 2. Explain how the physical inspection validation applies to
get a chargeback” the customer’s device: Device condition checks can

render a device out of warranty even if it is still In-
Warranty by the date.

See next slides for detailed responses

ubreakifix.
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Samsung Warranty Determination: Customer Talking Points

1. Explain to the Customer How In-Warranty Validation Works

There are two types of In Warranty validations on your Samsung Note for the tech (not customer-facing):

device.
Because our stores are Samsung Authorized Service

Centers, Samsung commonly refers customers to
our stores. However, it is important to note that
Samsung agents should only validate with a
customer whether a device is in warranty by date,
not based on condition.

e In Warranty by date (typically 1-year) that starts from the date
you purchased your device

e In Warranty by condition — your device must be free of
defects/damage/imperfections to be considered In Warranty by
Samsung

o Samsung can't determine physical condition of a device
over the phone or chat and relies on us as to determine
whether a device’s condition should be In Warranty

A customer’s device can be In Warranty by date, but
Out of Warranty based on condition.

**Warranty condition validation can only be
performed by the Service Center the customer is
getting their device fixed at.**

ubreakifix.
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Samsung Warranty Determination: Customer Talking Points

2. Explain to the Customer How the Validation Applies to Their Device

e "[Customer Name] Unfortunately, even though your device
is In Warranty based on date of purchase, based on the
current condition of your device, this device cannot be
covered as an In-Warranty repair. (Show the customer the
device, point to areas of designation and explain)."

e "We are happy to repair your device still, but it would not be
covered Under Warranty. "

e "l understand that this is probably upsetting and confusing,
but my warranty determination decision is based off the
condition of the device today, as outlined based on the
checkpoints we are given from Samsung."

ubreakifix.
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Samsung Warranty Determination: Customer Talking Points

3. If a Customer Pushes Back on the Out of Warranty Decision

e "lunderstand your disappointment and frustration."

e "While your device is covered from the purchase date, it is not
covered based on its current condition. We consider this
decision carefully based on the device’s appearance and state.
Unfortunately, due to [Damage/Condition], this device is not
covered. "

If a Customer mentions Samsung Reference #

e '"Thankyou for this information. | can share it with the Samsung
team to make them aware of your situation. However, the
Samsung customer service team can only confirm your
warranty by device date, not current condition."

ubreakifix.
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Samsung Warranty Determination: Validation Point Information
Note for the tech (not customer-facing):

Two primary validation points will assist you with determining the correct warranty status:
e 1stvalidation point is the inspection of the deco and p-caps on the device.

o If the device has any damage to the deco or damage to the p-caps, regardless of what symptom the device is experiencing — warranty
determination by the store should always be Out of Warranty.

If the device does NOT have any damage to the deco or NO damage to the p-caps — the store should proceed with an inspection of the display
itself.

e 2nd validation point will be inspecting the display itself, which will involve two considerations.
o Cosmetic imperfections examples
= Ex) Fingernail indents, pitting, scratching, etc.
o Symptoms of the device
= Ex) No touch on the display, black splotches on the LCD, missing image, etc).

If the devices’ symptoms are on or near the cosmetic imperfections, the warranty determination should be considered Out of Warranty.

If the cosmetic imperfections are separate from the device symptoms (EG: no touch on the upper portion of the display, but fingernail indent on
the bottom half of the display) then the warranty determination should be_considered In Warranty.




Fold / Flip Screen Protector Quick Reference Guide

This guide is intended to be a trimmed down version of the full guide which can be found
here: https://portal.ubif.net/kbase/article/10509. The full guide is recommended for those who

are new to using Portal and checking-in devices.

Collect the customer information and check-in the device as OOW (Out-of-Warranty)

o Before you begin, verify if the customer’s device is In-Warranty by date.
o Customers outside the warranty date should be charged S19.99 MSRP for the
protector replacement.
o Run IQC with the customer in store to share the results for transparency before check-in

o Onceyou've verified the customer is within their warranty period, you will st///need to
check-in the device as OOW (Out-of-Warranty)
o DO NOT ever check-in screen protector replacements as IW (In-Warranty)!

o Click on Select Device Symptoms and choose the following Symptom Codes

o L1-Screen Protector

o 14 - Screen Protector

o Symptom 3 can be any choice relevant to the status of the protector
o Under the “Reason for Out of Warranty Status” menu, select Protection File

Click on the Out of Warranty button to proceed

@)

Add Protection Film SKU to Portal WO and Create GSPN Ticket

o It's important to add the parts to the Portal WO before GSPN Ticket creation
o Once parts are attached and IQC is complete you can create the GSPN Ticket

o It'srecommended to only start the GSPN ticket when beginning the screen
protector replacement

Submit the FOC (Free-of-Charge) SAW Request

o Ontheright side of the Portal WO, open the “Work Order Actions” menu and select Open
SAW Tools
o Under the “Select SAW Type” menu, click on FOC
o [Ifthe option for “FOC” is missing, please ensure the device was checked in as
oow!
o After you select FOC, click on the Submit SAW button
o Portal should confirm with a pop-up stating “SAW request was created successfully”
o Next, click on the View SAW Requests button to confirm the SAW was attached
o The SAW status should read as “Pending” which indicates a Sprinklir ticket will need to be
submitted in order to receive approval.
o Issue Type: Process Requests > SAW > [VOID] Warranty Cost Full Cover

o After submitting the ticket, monitor your email for a response from FSS

o Once ESS confirms the SAW was approved, move to the next step


https://portal.ubif.net/kbase/article/10509

If the SAW Status shows “Approved” right after attachment, there is no need to submit a Sprinklir ticket.

Attach the Samsung In-Warranty Company

o On the Portal WO, open the “Work Order Actions” menu and select Open SAW Tools
o Click on the View SAW Requests button
o Here you can see the status of your SAW Request which should be marked Approved
o If SAW still shows “Pending” please resubmit or reply back to the Sprinklr Ticket

o Click the green check box that says “Convert to IW” to attach the Samsung In-Warranty
company

Moving the WO to Repaired-RFP

o After completing the Screen Protector replacement, you need to complete Fenrir SVC and
oQcC
o When running OQC, you can select “External” since the phone was NOT opened
o Proceed to moving the WO to Repaired-RFP status using the following Defect Codes
o Check “OOW” Box

o Protection File
o Cosmetic
o Protect Film Defect - OOW

If you receive an error when moving the WO to Repaired-RFP, submit a JIRA Ticket right away!

Frequently Asked Questions

Q: Can | facilitate more than one screen protector replacement for the
customer?

A: Samsung allows one free protective film replacement during the manufacturer's warranty period.
Customer's are also eligible for a free replacement within 7-days of a previous film replacement.
Devices outside the warranty will need to be charged for the screen protector.

Q: How much should | charge the customer for a screen protector if the device
is outside the warranty period?

A: MSRP is $19.99 (plus tax)

Q: I do not see the option for “FOC” in the SAW Tools menu, how do | proceed?

A: The most common cause for this is due to the device being checked-in as In-Warranty. Screen
protector replacements must always be checked in as Out-of-Warranty, even if the customer is



within the warranty period. If you accidentally checked the device in as In-Warranty, mark the
Portal Work Order as “Declined-RFP” and recreate the work order.

Q: Do | need to submit a Sprinklr ticket if the SAW Status already shows
“Approved”?

A: No. In some cases, the SAW may be auto-approved for various reasons. It's recommended to
always check the SAW status right after attachment to check if a Sprinkir ticket is needed.

Q: What if FSS declines the FOC SAW request®?

A: If the customer is out of warranty by date, then the customer should be charged for the screen
protector. If this is a customer escalation, please let FSS know of the situation. FSS can check the
customer notes to see if a screen protector was promised by Samsung customer service. In which
case, the SAW can be approved.

Q: Why are we attaching the “Samsung In Warranty” company if the repair is Out
of Warranty?

A: While the protector is covered by Samsung, it’s tracked as an Out-of-Warranty repair. If the
customer returns with an IW issue (blank screen, connection issues, etc.), then the IW ticket will
NOT be tracked as a bounce. This is why it's important to ensure these are checked in correctly
according to the guide. This will not void the customer’s device warranty.

Q: What does the error “Work order cannot be changed to this function” mean?
How do | resolve it?
A: This error indicates that there is a Warranty Error on the GSPN ticket that needs to be resolved

internally. The quickest way to resolve this is to submit the appropriate JIRA Ticket using the link
below. The support agents will provide direction on how to clear the error.



GD Tool: Service Issue IQC Guide

When customers are coming into the store because they are experiencing service issues on Samsung
devices, below are the steps to pull the call/SMS and data drops. This allows us to show the customer
whether the issue is carrier-related or hardware. This is all done in IQC, and we can either print or show the
customer the results depending on where your IQC computer is located.
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Open 1QC from GSPN and follow the steps to get the device ready.
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SM-G998U How to Use the Diagnostic Tool
s RICRIOFSLLA
y s Select the custome symptomimaincategory) from the eft panel
soclated with that symptom (subcategory) are also available for &
) Power
symptoms (subeategory) are addedto the right panel

[ osplay
Click once more on the selected symptoms {maincategory or subcategory)
)y Charging or o
 Discharging e ms that require Inspection and press the “Diagnasts Start” button to perform a default diagnasis + a corresponding diagnosis for the

Camera
ted and the "Start Diaghostics™ button is pressed, only the default diagnosis is performed

Sound J The default set of dia e sorvi N untry, by service center

% coniscinie ically added/deleted internally in the diagnostic tool

[ mputscosmetic

Connectivity

%} Faulty operation

“ Automatic diagnosis is carried out in the background during manual diagnost need for an engineer to p

‘amounts of data depending on the device usage patterns

Connect device and follow prompts on the screen to start IQC testing. Select “Connectivity” on the right-hand side.
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Select all tests under “Connectivity” and press “Start”
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202323453 M o Basicinformation = Common check items(Communications) | Call and Message Send/Receiveissues | | Data (Internet) connectionissue | | NoService ~ GPSFailure | | Airplane Mode Issue
SM-F926U
50 Number Notfound

Basic information

S R3CRCDAESIL

Auto Diagnostic Test

Manual Diagnostic Test 10 {f& Settings
Diagnosis time 0043
Lot TorEwE Settings Initial status Current status Setting change

Latest 5/W version

56 Priority Mode Not supported
SKU Code

@ Power = Mobile Hotspat off off
@ Display E Callvolume (1-5) 4 4

Charging or HD Voice On

Discharging

User-defined call sound quality settings Disable
(& Camera = gty seting
* If the customer has experienced a battery drain, check the settings for Screen timeout, Wi-Fi, Bluetooth, Location, Battery mode, UHQ upscaler, Dolby, and Video enhancer.

o)) Sound

Please reset the settings under the customer's consent

%5 Communication
O input/Cosmetic (5

Connectivity =3
7 Faulty operation {‘g“*(’i mmWave module [:] E“ RF module(Sub&/LTE) :]

No issues found

Common check items(Communications)

Diagnostics for RF Module

No issues found

Most tests should run automatically on my devices. Just watch the device and follow any prompts that appear. At the Results
Screen make sure to select “Connectivity” on the left hand side and at the top you will see quick links to the info we need.
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BN Galaxy
=) So s 1QC

2023.234:53PM A= Basic information Common check items(Communications) Call and Message Send/Receive issues Data (Internet) connection issue No Service GPSFailure | Airplane Mode Issue
SM-F926U

50 Number Not found No Service

SN R3CRCO8SIL

Auto Diagnostic Test s

Manial Diagaostic Test 1o & No Service Diagnostics

Diagnosis time 005

Display issue history of no signal in area, temporary
Out of network coveragea area can £

This is a Example of when it is a carrier issu

Log time for EWP
Latest S/Wversion

SKU Code SM-FI2UZGAATT

) Power Date Detail Information

Display

We found that the device temporarily had No Service or Limited Service (i.e., emergency calls only). This can occur temporarily when you

2023-01-1111:06:15
move to an area with poor reception.

~ Charging or

Discharging
[c] Camera ' We found that the device temporarily had No Service or Limited Service (i.e, emergency calls only). This can occur temporarily when you
2023-01-2215:45:09 : :
move to an area with poor reception.
o}) Sound

I RS Comn
0 Input/Cosmetic
Connectivity =3

°
Faulty operation {y GPS Data

Test after turning on GPS

GPS Failure

Under those tabs will be all the information we need. Most importantly will be “No Service”, “Data Connection issue” and
“Call Drop Data”. This will tell you if the issue is with the carrier or with the device.
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05323 455PM i Basicinformation | Common check items(Communications) ~ Call and Message Send/Receiveissues | | Data (Internet) connectionissue | | NoService  GPS Failure | | Airplane Mode Issue
SM-F926U o
e Data (Internet) connection issue
e ot Any Data Issues will be
SN R3CACD&8SIL I' t d h . t I'k th
Autto Dlaneelic Test i 49 Data communication error diagnostics Iste ere just like the
FAIH D e ™ No Service if there are
Diagnosis time 0048 Show histery of restricted data usage on device, or data icon disappearing. .
Lostime oz data issues.

Cellular network (3G, LTE, 5G, etc) data communication status diagnostics did noTeg any issues.

LatestS/Wversion

SKU Code SM-FRREUZGAATT

© Power

[1f}, Data communication unavailable (DNS error)

[ Display showing history of communication error due to DNS server or AP(wifi).
= DNS(Domain Name System)
Charging or 2 Domain name converted to IP address for ease of understanding, and domain name is often compared to "phone book".
Discharging
No history of data communication error due to DNS error found.
[5) Camera
]} Sound

{:'FQB Apps restricting data usage

I %5 Communication
[ Input/Cosmetic

Connectivity insufficient data for diagnostic on cellular network (3G, LTE, 5G, etc) data communication status.

From the list of apps installed on device, show data restricting app and contents of toast popup.

¢x2 Faulty operation
[, Data Call Diagnostics

Display history of when data transfer stalled for over1 minute during internet usage.
This is caused when data transfer is stalled for over1 minute due to network or environmental reasons, and it is not due to faulty device.

Galaxy Diagn
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s
call error
all Normal call connection fail petwork Device (network) environment (netwark ¢ device) defective USIM Unknown
2 ] 0 0 o 1 o 1
Power
3 Display Overal Call dropped Recent1 week
Charoi jormal call 1 Call dropped ®network B environment (network <-> device) @ Device (network) = Nomnal il Call dropped
arging or W Fadure to connect call W defective USIM *
Discharging
5 Camera ("o |
1) Sound

7 input/Cosmetic  [EEH
Comectity [
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detailed information of call drop

anlysis of time of call th,etc -
E J This is an example of the
dica on call d .
network not working as
Date network Classification pSC SINR ause RSCP{RSAPO) RSCP{RSRPY) EC/ID(RSRQ) DLCH
nzwaswnn 3tuga VouTE 306 ® environment inetwork <> device) 100 96 EH 67086

ony, videa teleco ool
television serices, and webr-based push-to-tal features

Rlacked Caller | ist

e

Registration Number umber of calls blocked

ﬂ P Type here to search

You can either print the results with the printing icon on the Jeft side of the results screen. Make sure to ONLY print the

pages needed. If not, you will get 20-30 pages printed out.
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GD Tool: Common Resolutions

Confirm Fenrir and GD Tool are not both open at the same time.
o They can both “fight” for USB permissions.
Try a different USB cable on a different PC port
Confirm device has enough storage ( > 3gb)
Unplug, revoke USB debugging authorizations, toggle USB debugging off and back on
Use Fenrir to reinstall Samsung USB drivers.
Android System Web View
o Settings > Apps > and search for "WebView". Once you find that app, tap the 3 dots on the
top right and Uninstall Updates
Restart PC
Uninstall and reinstall GD Tool
Try using #help channel on Slack
Use chat function in lower right of ZenDesk

GD Tool: Blue WRT Test

Turn on and pair sensor
Verify o-ring is sealed with p-sensor inside
Put syringe in down position
Start test

o If the test does not start, select restart. If you cannot select restart, then restart GD testing
While sealing the end of tube with your finger, put syringe in upward position and wait with your
finger on the end of the tube
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GD Tool: Uninstalling and Reinstalling

Step  Action

1. Mavigate to Start > Control Panel > Programs and Features on the GD PC

2. Select the previous installation of Galaxy Diagnostics

3 Click the “Uninstall” button at the top of the window to uninstall the application
4, Navigate in Windows Explorer to C:\ and DELETE the GalaxyDiagnostics folder
5. Reboot the GD PC

6. Log in to G-5PN

7. Mavigate to Knowledge > Others » SVC Tool

8. Click Search

Mote: There is no need to enter any search criteria to load results.
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GSPN: Finding Samsung Software

Galaxy Diagnostics

Engineer

SVC Partner 1 SVC tool e

Hover over “SVC Partner” and click “SVC Tool”

(& Service Knowledge Portal - Internet Explorer — O

SKP service knowledge P Customer

I my Page SVC tool - List A Home  SVCPartner © SVC tool
my Knowledge
E—— I TR
1 my Menu £ Date 08.31.2017 [ 08.31.2020 [

SVC Partner > SVC tool Subject galaxy F

Engineer > Service Bulletin

~
Engineer > Mobile SVC >
Mobile Authorization
Total Count 3
1 my Quick Category o o Model Catego Type . Sub tyf Subject 4t [ " Create Lastug Hits 41
ST R ST » Oth.. Oth.. Oth.. GalaxyDiagnostics(V2.5.0.2) 08.0.. 080.. 530 N
Products
BT G vs Oth.. Oth.. Oth.. Galaxy Diagnostics (V2.5.0.2) 08.0.. 080.. 79 N
1 Recent Model ¥ 5 Oth... Oth.. Oth.. Galaxy Diagnostics (v2.5.0.0.. 08.0.. 07.2.. 17111 N
STF SM-G930 MUST
SM-GI70UZKEXAA 1

Support @

”

Search “galaxy” in the subject and select the latest version and date.
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Fenrir/Daseul

SKP Service Knowledge Portal

Engineer

Customer

SVC Partner

Engineer Service Manual Exploded View Service Bulletin Service Bulletin-Local
Install Guide
Training Manual Technical Training
Manual

Service Tip Service Tip-Local
Driver Firmware Software

1 Repeated Repair Tip

1 Mobile SVC v CMS Contents hd Other v

Navigate to Engineer - Service Bulletin
& Service Knowledge Portal - Intemet Explorer — [m]

SKP service knowledge Portal

Engineer

| my Page ) i ) . ~ é——-
Service Bulletin - List | Mobile (English) A Home ° Engineer ° Service Bulletin
my Knowledge
my Favorite Contents
Title + Keyworc v |
1 my Menu el Reg/Updated Date 08312017 [ 0831.2020 [
Engineer > Service Bulletin Urgency All v User Level LevelS2(Security+Level2) v
SVC Partner > SVC tool
Typel Type2
Engineer > Mobile SVC > s AL ¥ P AL v
Mobile Authorization
Modified All ~
I Recent Model
STF SM-G930 MUST Total Count 4
SM-GITOUZKEXAA Completed Need " - 5
No Translation Translation Modified Title Typel Type2 Reg/Updated Date  Views Downs
1 N N N [GalaxyMust]... Guide SW Tool 2020.07.2808:35 216705 833489
Support @
2 N N N Traning mate... Guide Training Material 2018.08.16 18:49 2515 2100
3 N N N (Daseul & Gal... Guide Common 2018.06.18 12:58 7958 6318
4 N N N (18-03) Impor... Bulletin All models 2018.01.25 09:51 6280 4133

Select “Mobile English” when you do this you will get moved to enter your certificate tool password as full level S2 is
required to obtain these. In the yellow field “Title” you will enter MUST, Fenrir, Daseul, etc.
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PBA Files

& senvice Knowledge Portal - Internet Explorer — O <

SKP service knowledge Portal Engineer Customer SVC Partner

Engineer 1 Service Manual Exploded View Service Bulletin Service Bulletin-Local
Install Guide
1 Training Manual Technical Training Manual
1 Service Tip Service Tip-Local
1 Driver Firmware Software
1 Repeated Repair Tip
1 Mobile SVC v CMS Contents v Other =
Policy
Manuals v
— Tools -~
- PRL Software
- Handset Software
Adjust Software
- Compliance Software
- Clear Software
< - Label Software
- Muiti Software
- Product Support Tool
- Special Use
- Driver
- Firmware
Navigate to Engineer - Other -
Multi Software - List A Home Engineer Other ~ Tools Multi Software
ALL v ALL v ALL v INSERT FULL MODEL HERE
Date 08.31.2017 08.31.2020
Subject
S
Total Count 0
T i Model L1 Category Type 4T SubType Subject 41 Added o Last upda Hits .1 Added by
1

Tools and then either Multi or Clear, usually the files will be in Multi-Software.

Insert FULL model code here. Ex: SM-G950UZKAVZW
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SAW PROCESS

sn M s u N G Warranty Extension, Physical

and Liguid damage exception

(SAW) SERVICE ACTION WORK ORDER
PURPOSE

To reduce the OOW (out of warranty) judgement criteria for customer satisfaction in cases where the
customer raises escalation concerns. There is a high chance of customer escalation being raised from
these cases:

¢ Unit is recently OOW by purchase date or production date
s Unit determined OOW by condition but difficulties in finding customer fault

WHEN TO REQUEST SAW

The following customer escalation cases qualifies for reduction of OOW judgement criteria for customer
satisfaction.

* One-time warranty allowance (warranty extension)
* Minor Physical damage
*  Minor Liquid damage

PROCESS

1. One-time warranty allowance: Warranty grace period 3 months
Customer escalating a scene at your ASC location requesting warranty extension

* Device under repair must be in-warranty by physical condition (no cracks/no liquid
damage)

s Device must be within 3 months of expiration of warranty by Purchase/Manufacturing
Date.

#* POP required if using Purchase Date

* ASC to educate the customer that device is OOW and requires approval from Samsung
Head Office

* ASC to email/notify SECA (Samsung working hours only 8am-6pm) that device on hand
requires One-time warranty allowance - Grace period and provide detailed reason for
request

* Once SECA Acknowledge, ASC to create GSPN service order

» SECA MUST CREATE SAW, ASC IS NOT TO CREATE SAW

* Device warranty status updated to L/P, follow normal warranty repair (Fenrir/QR code
scanning/U-Class Label)

2. Minor physical damage
Customer escalating a scene at your ASC location requesting relaxation of OOW judgement with
physical damage



SAW PROCESS

s n M s u N G Warranty Extension, Physical

and Liquid damage exception

* Device must be under Manufacturer’s warranty

e ASCto educate the customer that device is OOW and requires approval from Samsung
Head Office

# ASCto create GS5PN service order then set WTY Exception: VOID1 Impact Damaged

Warranty Term: OW

ASC to take picture and upload to GSPN service order

* ASC to request SAW category: [VOID] WTY COST Full Cover
b

B Home > Sarace Trackang

I_ SAW Regquest Isave I an|_m:

SAW Request X

@ Request information
® Requast Catlegory | vOID] Wty Cast Full Caver

LCD erack - VOU Enguse] escalabng o management dsputing the OOW
cos|
® Roquast Comment

* ASC to email SECA with detailed reason for request that device on hand requires SAW
approval

* SECA must approve SAW request before ASC can update service order to repair
completed

* Follow normal warranty repair (Fenrir/QR code scanning/U-Class Label)

* Use Defect code: F46

Conditions that qualify as minor physical damage/unable to determine customer fault. SECA
review pictures before SAW request approval.

INTERNAL CRACK - Under glass, no signs of | HAIRLINE CRACK — minor glass crack, no signs of
impact impact




SAW PROCESS

s n M s u N G Warranty Extension, Physical

and Liquid damage exception

POINT OF IMPACT - Flickering display POINT OF IMPACT - Black dot/dead pixel

BLEEDING OCTA/LCD CAMERA WINDOW CRACK

E—

3. Liquid damage
End-user escalating a scene at your ASC location requesting relaxation of OOW Judgement for
Liguid damage

Device must be under Manufacturer's warranty
ASC to Educate the end-user that Defect is OOW that requires approval from Samsung Head
Office
ASC to take picture and upload on GSPN before repair of Liquid damaged area
ASC to create GSPN SO ticket then set WTY Exception: VOID2 Liquid Damaged
Warranty Term: OW
ASC to request SAW category: [VOID] WTY COST Full Cover
b

SAW uest

B Home > Sanwce Tradkang

SAW Request | Save | Print |_Llst_

INTERNAL LIQUID DAMAGE REQUEST

SAW Reqguest =

B Request Infaomation Save
» Raguest Catagory

[WORDH| Wiy Cost Fugl Caver

Fab - rriwmal teqed damage - VOC Enduser secatabng o maragemend degubing ihe O0W cos|
Dne ime warrandy eonephon for cusiome© tatsfacbon

o Reguest Commenl




SAW PROCESS
Warranty Extension, Physical
and Liquid damage exception

SAMSUNG

EXTERNAL LIQUID DAMAGE REQUEST

SAW Request *

B Reguesi information Save
» Requesi Category WO Wty Cost Full Caver ™
FDdi - Exterral bousd damage on the IF conmector VOC Enduger escalating lo
Mmanagament Mspuling the OO cost Ong me SCepiion aporoved for customarn ~
* Request Comment satfachon
W

e ASC to email SECA with the detailed reason for request that device on hand requires SAW
approval for Liquid damage
» Defect code: F46 (Liquid damaged device)

* Defect code: FD6 (IF Connector/charging port only)

* SECA must approve SAW request before ASC can update SO ticket status to repair

completed

* Follow normal warranty repair (Fenrir/QR code scanning /U-Class label)

ASC Findings

Physical Condition

Disposition

Action

Color change on litmus liquid
damage indicators on device
and/or battery.

Warranty void - OOW

Take pictures as evidence of
Liquid Damage

ASC determines the cost of repair

No color change on litmus liquid
damage indicators on device
and/or battery. ASC observes
sign of possible liquid damage or
cofrosion on device

Device DO NOT exhibits
adents/No point of impact
(maintained in good appearance
condition)

GSPN S0 ticket set to

WTY Exception: VOID2 Liguid
Damaged

Warranty Term: OW

ASC to request SAW category:

Take pictures as evidence of
Liquid Damage

Take pictures as evidence of
physical condition of device
Take piciures of litmus liquid

[VOID] WTY COST Full Cover damage indicator
Defect code: F46

No color change on ltmus liquid Device EXHIBITS dents/ point of Warranty void - OOW ASC determines the cost of repair
damage indicators on device impact/deep scratches Take pictures as evidence of
and/or battery. ASC observes Liquid Damage
sign of possible liquid damage or
cofrosion on device
No color change on litmus hiquid Device DO NOT exhibits GSPN S0 ticket set to WTY Clean PASS -
damage indicators on device dents/No point of impact Exception: VOID2 Liquid Complete Repair
and/or battery. ASC observes (maintained in good appearance Damaged )
sign of possible liquid damage or | condition) Warranty Term: OW Detect code:
comosion on IF connector/USB ASC to request SAW category: | F06 FAIL - Replace
charging PORT only (extenal LD [VOID] WTY COST Full Cover Sub PBA or IF
only) connector




Process: Ticketing Overview

Is this a JIRA / Support / Help Desk ticket or an FSS / ZenDesk ticket?

Zendesk is run by the Samsung FSS (Field Service Support). The FSS team can approve error requests and
Exception requests and is the only team capable of doing so. Please keep in mind that depending on the
error you receive, the FSS team/agent may require you to do basic troubleshooting and/or have you
provide screenshots of the errors, the about menu of the device, proof of purchase, etc.

JIRA is run by UBIF Asurion ServiceDesk team and can be escalated to the Samsung Partnership team when
necessary. Stores first step should be to reach out to the ServiceDesk team if you get a portal error. You can
file a ticket using the support tab on portal. The ServiceDesk team is capable of applying requests and
determining warranty errors (WERs). The ServiceDesk team is also capable of answering basic
troubleshooting questions.
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Process: GSPN & Portal Work Order Errors

[Fenrir] [#] There is no history of FENRIR connection in FUS server.

[Fenrir] [2IThere is no history of
FEMRIR connection in FUS server.

[Fenrir] [6]There is no history of
FEMRIR 5/W update in FUS server.

[Fenrir] [2]There is no history of
FEMRIR 5/W update in FUS server.{The
Phone does not have the latest SANV
binary)

[Fenrir] [4]There is no history of
FENRIR 5/W update in FUS server.(No
S/W binary is available in the PC)

Description

This error occurs when Fenrir was not executed on the device. Work Orders with this error cannot proceed
to Repaired-RFP until SVC Connection is executed on the device or having a Fenrir Exception approved.
Fenrir [4] and Fenrir[8] are the only 2 errors eligible for Fenrir Exceptions.

Causes

o The device was disconnected from Fenrir prematurely; ensure that Fenrir has finished processing
the SVC connection before disconnecting the cable.

o The device was not recognized by FENRIR. This can occur from a dirty or damaged charging port or
bad charging cable. In rare cases, it’s the device failing to send data to the PC.

o Ifthe erroris [Fenrir] [4] that means the binary is not downloaded onto the PC so the update could
not be installed. This is only seen on In-Warranty repairs only.

Solution

Execute Fenrir on the device again. Use “SVC Connection” for BOTH OOW & IW repairs. “S/W Update” is
also required for all IW repairs.

If Fenrir cannot be executed on the device or the customer refused a software update, you can submit a
Fenrir Exception via ZenDesk Ticket Request. Please note that FSS will NOT approve exceptions for Fenrir if
you did not run “SVC Connection” on the device. You will need a screenshot of “SVC Connection” being run
on the device in order to receive approval for this request.

If FSS declines this exception request, you can try reaching out to your designated Samsung rep for a one
time exception.
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[Fenrir] [8] The PBA UN in Phone is not matched to PBA UN in MPTS.

[Fenrir] [B]The PBA UN in Phone is not

matched to PBA UN in MPTS

Description

This error occurs when GSPN believes there is a non-OEM motherboard on the device.

Causes

o The device is an “End-of-Life” device. EoL devices are considered to be S7 series and older.
o The PBA is non-OEM (or being detected as such).

Solution

You can submit a Fenrir Exception via ZenDesk Ticket Request. Include a full screenshot of the error and
ensure the WO is visible in the screenshot.
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[GCIC] GD Error

v [GCIC] GD ERROR

This error occurs when Portal has detected a FAIL or MISSING GD Tool Result. Work Orders with this error
cannot proceed to Sale Complete without retesting the device or requesting a GD Exception.

Description

Causes

o 1QC was not executed based on the defect code selected upon check-in.

o 0OQC is showing a FAIL result; OQC will need to be executed on device again

o 0QC showing NO GD result. This can occur if the GSPN Ticket was not created when testing was
executed. This can also occur if the WO has not been set to Repair-in-Progress status.

o The WO was not set to Sale Complete before 14 days. It's important to not let tickets sit unresolved
or opened for more than 24 to 48 hours if possible.

Solution

Execute GD Tool on the device again.

If you cannot resolve this error using the step above, you need to reach out by creating a ZenDesk Ticket
Request. If FSS does not resolve the issue, you can try reaching out to your designated Samsung rep for a
one time exception.

* Help Desk and JIRA Support cannot help with GD Tool/OQC Exception approval. *
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[GCIC] [OCTA:F]

o [GCIC] [OCTAF]

This error occurs when Portal has detected a FAIL or MISSING GD Tool Result. Work Orders with this error
cannot proceed to Sale Complete without retesting the device or requesting a GD Exception.

Description

Causes

o Fenrir was executed before the OCTA was replaced on the device; execute Fenrir again to resolve
the error.

o Fenrir failed to send the logs to the FUS server; ensure the device is not prematurely disconnected
from Fenrir.

o Fenrir was executed on a previous ticket that was marked Repaired or Sale Complete (even if the
part is no longer attached to the WO).

o The previous ticket is still open/not canceled:; if the previous GSPN ticket is not set to Repaired,
cancel the ticket that had this part attached (even if the part is no longer attached to the WO).

o Part was removed from the WO after the status was changed to Repaired-RFP.

o Part was returned into inventory after processing a refund, then reused on another device.

Solution

Execute Fenrir again. If the error persists, replace the OCTA and RMA the current one. After OCTA
replacement, execute Fenrir again to clear the error.

If the above does not resolve the issue, reach out to your Samsung rep to get clarification as to why the
error is occurring. You can also submit a JIRA ticket for clarification on the reasoning behind the error here:
Samsung General Question.

* Qutside of the above solutions, there are no workarounds to this error. If the device was released before
this error was resolved, you need to mark this Declined-RFP and absorb the cost of parts used *
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[GCIC] Not created new job.

There was an error creating the Repair Ticket.

[GCIC] Not created new job.

Description

The error occurs when a pending ticket for the device exists on GSPN. The GSPN Ticket can be linked to
UBREAKIFIX or another Samsung service provider.

Causes

o There's an open ticket on Portal with the device attached. You can validate this by searching the
IMEI in Portal.

o A pending ticket could have been created via 1-800-SAMSUNG if they were contacted prior to the
device arriving.

o A pending ticket may exist under another Samsung Authorized Service Center or Partner.

Solution
You can first contact Help Desk if you cannot find the open ticket in Portal.

If it can not be resolved by Help Desk, you can submit a ZenDesk Ticket Request and ask FSS to cancel any
pending tickets on their end.

If FSS cannot help, submit a JIRA Ticket.
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[GCIC] Ticket is locked, the other user is using this ticket.

There was an error creating the Repair Ticket.

[GCIC] Ticket is locked, the other user is using this ticket.

Description

The error occurs when the GSPN Ticket is being used on the GSPN side by another user.

Causes

o The GSPN ticket is currently being edited at the time of the error.
o The GSPN Ticket could be in an opened internet browser tab. Most of the time, it's someone on the
Samsung side.

Solution
Wait and try again. This will likely resolve itself within the hour.

Submit a JIRA Ticket if the issue continues.
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ASC Job No already exists.

There was an error creating the Repair Ticket.

ASC Job No already exists.

Description

This error occurs when GSPN detects that the WO number (ASC Job No) has a GSPN Ticket already
attached.

Causes

o Thisis usually caused by a miscommunication/disconnect between the Portal WO and GSPN Ticket
while attempting to create the GSPN Ticket; this is at no fault of the store.
o There may have been a slight disruption in the internet connection while creating the ticket.

Solution

Submit a JIRA Ticket to have this resolved.
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Cannot be accepted - status ST025

v Cannot be accepted - status ST025

This error occurs when the GSPN Ticket attached to the Portal Work Order has been canceled.

Description

Causes

o GSPN Tickets can be canceled by the Samsung Field Support Team due to inactivity. Tickets that go
unresolved for more than 72 hours without an attempt at resolution end up in LTP (Long Pending
Ticket) status. This typically only affects In-Warranty repairs.

Solution

If the ticket has been canceled on an In-Warranty repair, you will need to recreate a new WO to properly get
reimbursed for the repair. Canceled tickets cannot be reopened via the old WO. Exceptions are not
guaranteed for the new WO depending on the circumstances.

If the WO needs to be closed due to no repair being completed, you can submit a Work Order Issue Form.



DelayReason is required for the status - STO30

DelayReason is required for the status

-5T030

Description

This error occurs when the GSPN ticket is in “Pending” status with no “Reason” selected.

Causes

O This could happen if the Portal WO is moved to “Awaiting Device/Awaiting Customer” status.

Solution
Try to move the WO to “Repair in Progress” status. This will usually resolve the issue.

Submit a JIRA Ticket if the above does not work.
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Invoice is Invalid. Check the format of Invoice number.

Invoice is Invalid. Check the format of
v Invoice number. It can be maximum

10 characters long numeric. No other
types of characters are allowed.

Description

The error occurs when a part attached to the Work Order has an invalid OEM Invoice humber.

Causes

o Distro’s OEM invoice for the Part does not match the invoice number on GSPN. This is at no fault of
the store.

Solution

Reach out to Help Desk to resolve this issue.
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PBA/OCTA parts data is not valid.

PBAJ/OCTA parts data is not valid. [Old PBA/OCTA parts data is not valid.
2D No. of OCTA is Invalid] [Defective{Old) OCTA parts is invalid.]

PBASOCTA parts data is not valid. [Old
Part Serial No. of Sub PBA is
mandatory]

Description

This error occurs when an OCTA or PBA QR code does not match its respective part. Items that require QR
scans are: OCTA Kits, Batteries, Camera Modules, and Main PBAs.

Causes

o Scanning the wrong QR code. It can be confusing since there are multiple QR codes on some parts.
o Running IQC after replacing the parts. Do NOT ever do this under any circumstance.

Solution

Execute GD Scan the proper QR codes. If you are absolutely certain you scanned the correct QR codes,
take pictures of both QR codes on both old and new parts. You will need to submit these for a SAW (Service
Action Work) request for a Parts S/N exception. Please double and triple check the QR codes on the part
before reaching out to support as most of these are resolvable without support.

* If you are rescanning the parts, ensure Portal is updating the codes correctly. If you have issues with Portal
updating the scans, please remove the part from the WO and add it back with the proper scans. *

If the above does not resolve the issue, you can use the SAW Tools module under “Work Order Actions”
within Portal. A guide on how to use this tool can be found here: SAW Tool Guide

Once the SAW is attached, you then will need to submit a ZenDesk Ticket Request. For Issue Type select
“Process Request” > “SAW” > “Parts and S/N” along with the appropriate WO information. Once approved,
you can proceed the WO.
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Service request cannot be created.

£

There was an error creating the Repair Ticket.

Service request cannot be created. Please direct the customer to contact the carrier for repair concerns.

Description

This error occurs when attempting to create a GSPN Ticket for a device with a Carrier not Supported by
Samsung.

Causes

o The device carrier may be TracFone, Straight Talk, or another unsupported carrier.

o The device may be an International Model. Please check the model code.

Solution

The current resolution is to use International Samsung Work Flow. After the WO is created, submit a request
to have the Samsung International Company attached.

This should only be used for Out-of-Warranty repairs. In-Warranty will need to be directed to the device’s
carrier. Please note that you will only receive GRADED CREDIT for these devices.
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The work order status cannot be changed from this function!

The work order status cannot be

changed from this function!

Description

This error usually appears for In-Warranty GSPN Tickets that have a Warranty Error (WER). WOs cannot
proceed until these are resolved.

Causes

O The GSPN ticket has a Warranty Error (WER). You can review This Guide for more information on
these.

Solution

Submit this JIRA Ticket for WER for help resolving these errors.
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Warranty bill number is already created.

Warranty bill number is already

created.

Description

This error occurs when a confirmation number for a closed (Goods Delivered) GSPN ticket already exists.

Causes

o This is usually caused by a miscommunication/disconnect between the Portal WO and GSPN Ticket;
this is at no fault of the store.

Solution

Reach out to Help Desk to resolve this issue.
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You can’t change the status of the cancelled ticket.

You can't change the status of the

cancelled ticket.

This error is also a variation of “Cannot be accepted - status ST025”

Description

This error occurs when the GSPN Ticket attached to the Portal Work Order has been canceled.

Causes

o GSPN Tickets can be canceled by the Samsung Field Support Team due to inactivity. Tickets that go
unresolved for more than 72 hours without an attempt at resolution end up in LTP (Long Pending
Ticket) status. This typically only affects In-Warranty repairs.

O GSPN desync. Although it's rare, it's possible that GSPN did not properly communicate with the
active WO and needs to be synchronized.

Solution

If the ticket has been canceled on an In-Warranty repair, you will need to recreate a new WO to properly get
reimbursed for the repair. Canceled tickets cannot be reopened via the old WO. Exceptions are not
guaranteed for the new WO depending on the circumstances.

If the WO needs to be closed due to no repair being completed, you can submit a Work Order Issue Form.
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Process: GSPN Errors & Resolutions

GSPN - Account Lock

We detect that you have not used your ID in GSPM for mare &
days. Please contact to your ASC admin in arder to extend
your ID.

Ok

Error Message

“We detect that you have not used your ID in GSPN for more than 6 days. Please contact to your ASC admin
in order to extend your ID.”

Cause

The GSPN account was not logged in for at least 6 days.

Solution

Submit a ZenDesk Ticket: https://ubifsupport.zendesk.com/hc/en-us/requests/new

Issue Type: Systems Credentials Support > Expired or Locked GSPN
Description: Explain that your account is locked and include the GSPN account name.

Prevention Measures: Log into your GSPN accounts every day.
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GSPN - Account Deleted

Message from webpage >

| User ID is not authorized. Please contact your administrator

Alert

Your account has been deleted. Please contact the

administrator.

Error Message

“User ID is Not Authorized. Please contact your system administrator”

“Your account has been deleted. Please contact the administrator.”
Cause
The GSPN account was not logged in for at least 30 days.

Solution

Submit a ZenDesk Ticket: https://ubifsupport.zendesk.com/hc/en-us/requests/new

Issue Type: Systems Credentials Support > New GSPN Account

Description: Explain you need a new account to access GSPN. You may need to request both accounts be
reactivated (both Slvl and M accounts)

Prevention Measures: Log into your GSPN accounts every day.
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GSPN - GD Certificate Approval

GalaxyDiagnostics >

The certificate has not been approved yet, Please run GalaxyDiagnostics -
after the certificate is approved. [530]

ﬂ

Error Message

“The certificate has not been approved yet. Please run GalaxyDiagnostics after the certificate is approved.
[630]"

Cause

GD Tool was accessed on another PC. GD Tool can only run on 1 PC per GSPN account. You can request
additional accounts via a ZenDesk ticket if you need GD Tool on another computer.

This can also happen if the main Samsung computer was wiped or the hard drive was replaced

Solution

A guide already exists for this process here: Samsung Systems & Credentials Setup

Go to the GALAXY DIAGNOSTIC SETUP section and scroll down to Step 3.

Prevention Measures: Do not attempt to access GD Tool on another PC if possible.
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SKP - Knowledge Tab Lock

Message from webpage

| Mo register login user, This system is not available,

You are not authorized.
Please contact the administrator.

Error Message

“No register login user. This system is not available.”

Cause

Attempting to access the “Knowledge” tab without entering the certificates password in over 14 days.

Solution

Submit a ZenDesk Ticket: https://ubifsupport.zendesk.com/hc/en-us/requests/new

Issue Type: Systems Credentials Support > Knowledge Tab Access Request
Description: Explain that you no longer have access to the Knowledge Tab in GSPN

Prevention Measures: Enter the certificate password everyday in the Mobile SVC section in the Knowledge
Tab
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SKP - Unlock the 1-Month lock

Account Locked X

[ Unlock the 1-month lock ]

You haven't logged into your account for more than a
month. Please unlock the account by using "Other
request’ in Mobile SVC,

Error Message

“You haven't logged into your account for more than a month. Please unlock the account by using ‘Other
request’ in Mobile SVC.”

Cause

Not generating the OTP code under Mobile SVC within the GSPN Knowledge tab.
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Solution

o Access Knowledge Tab on your main GSPN Account (SLVL Account)
o Navigate to Engineer > Mobile SVC > Other Request

o For Request Type select Unlock the 1-month lock

Request Information

Request Type
Unlock the certificate

~——|Unlock the 1-month lock |

Unlock the ESN/IMEI Writing

Delete IP Address

Request the temporary permission of other country
Update the User Information

o Create a new ESN/IMEI Writing Password (and take note of it)

Request Information

Request Type Unlock the 1-month lock v
ESN/IMEI Writing P/W CREATE NEW PASSWORD!
ESN/IMEI Confirm P/W CONFIRM NEW PASSWORD!

o Click on the Request button and then click the Go to Request Page button

o Take a screenshot of Mobile SVC Request Status page

o Submit a ZenDesk ticket: https://ubifsupport.zendesk.com/hc/en-us/requests/new
o Issue Type: System Credentials Support > Unlock the 1-Month Lock

Screenshots Required: 3

Screenshot of Mobile SVC Request Status Page

Screenshot of I[P Address from whatismyipaddress.com

Screenshot of MAC Address from Windows Command Prompt

o O O O

Prevention Measures: Enter the certificate password and reissue the OTP code everyday in the Mobile SVC
section in the Knowledge Tab
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SKP - Unlock the certificate / Login Failed.

Account Locked X

[ Unlock the certificate ]
Login failed for more than five times. Please unlock

the account by using "Other request’ in Mobile SVC.

Login Failed. ( X
Certificate validation failure

Account will be locked with too many failed login

attempts.

Error Message

“Login failed for more than five times. Please unlock the account by using ‘Other request” in Mobile SVC.”
“Certificate validation failure. Account will be locked with many failed login attempts.”

Cause

Too many failed login attempts using the Certificates Password.
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Solution

o Access Knowledge Tab on your main GSPN Account (SLVL Account)

o Navigate to Engineer > Mobile SVC > Other Request

o For Request Type select Unlock the Certificate

Request Information
Request Type
|Unlock the certificate]
Unlock the 1-month lock
Unlock the ESN/IMEI Writing
Delete IP Address
Request the temporary permission of other country
Update the User Information
@)

Click on the Request button and then click the Go to Request Page button
Take a screenshot of Mobile SVC Request Status page

Submit a ZenDesk ticket: https://ubifsupport.zendesk.com/hc/en-us/requests/new

o Issue Type: System Credentials Support > Unlock the Certificate
o Screenshots Required: 1
@)

Screenshot of Mobile SVC Request Status Page

Prevention Measures: Please ensure your passwords are up to date and properly noted somewhere for easy
access.
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MOTP - Approval Request

Alert

Your access authority is in the status of request.

Error Message

“Your access authority is in the status of request.”

Cause

The physical MOTP device needs to be approved for mobile GSPN usage. This error should only occur when
first setting up the device.

Solution

Submit a ZenDesk Ticket: https://ubifsupport.zendesk.com/hc/en-us/requests/new

Issue Type: Systems Credentials Support > MOTP Approval Request
Description: Explain that this device needs access to mobile GSPN. Attach a screenshot of the error.

Prevention Measures: N/A
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MOTP - Target Flag

Alert

You have not been granted access to the Master OTP. Please

check your Traget Flag in MasterOTP Master Mgmt of CS Portal.

OK

Error Message

“You have not been granted access to the Master OTP. Please check your Traget Flag in MasterOTP Master
Mgmt of CS Portal”

Cause

The mobile GSPN account has not been assigned to this device. This can happen if you had a new account
created due to your previous account being deleted.

Example: Your account may have been named uBiF123MO01 but the new account is now named uBiF123M02.
This can only be changed by submitting a ZenDesk ticket.

Solution

Submit a ZenDesk Ticket: https://ubifsupport.zendesk.com/hc/en-us/requests/new

Issue Type: Systems Credentials Support > Target Flag
Description: Explain that the account is not assigned to this MOTP device. Attach a screenshot of the error.

Prevention Measures: N/A
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MOTP - Not Mapping between G-SPN ID and BP No

It is not mapping between G-SPN ID
and BP No (Engineer Code) Please

contact your administrator

(0] ¢

Error Message

“It is not mapping between G-SPN ID and BP No (Engineer Code) Please contact your administrator”

Cause

The mobile GSPN application type is not configured correctly.

Solution

Open the Mobile GSPN app

Click the gear icon in the top right corner to access the Options menu
Under the Application section, click the drop-down and select Master OTP
Exit the Options menu by clicking the SAVE button

o O O O

Prevention Measures: N/A

89



MOBILE

SAMSUNG

=-SPN

— &

Options

Language
Select your favorite language.

I English (v)

Date fromat
Select your favorite date format.

| MM/dd/yyyy (v
Application

For selecting applications such as M-GSPN, MOTP, Carry-In.

i MGSPN (v "

L

MGSPN

Carryln Service

SPDS

HASS

Favorite page
Select your start page in M-GSPN

Index o

Master OTP

Cortex Scan

90




MOTP - Data Not Found

Data not found. Please check your
engineers in MasterOTP Engineer

Mgmt in CS Portal

OK

Error Message

“Data not found. Please check your engineers in MasterOTP Engineer Mgmt in CS Portal”

Cause

Your Level S2 access on your main GSPN account has been revoked or expired.

Solution

A guide already exists for this process here: Samsung Systems & Credentials Setup

Go to the LEVEL S2+ REQUEST section and complete the entire section.

Submit a ZenDesk Ticket: https://ubifsupport.zendesk.com/hc/en-us/requests/new

Issue Type: Systems Credentials Support > New Certificate / Level S2
Description: Explain that this device needs access to mobile GSPN.

Prevention Measures: Enter the certificate password and reissue the OTP code everyday in the Mobile

SVC section in the Knowledge Tab
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MOTP - Engineer Expired

Master OTP Engineer Message
Management Management Management

ASC code 0003868490
Use Wild card (EX ASC*)

UBIF@ERSLVLO1
Expired

09/11/2021

Error Message

“Engineer Management - Expired”

Cause

You have not clicked “Confirm” under the Engineer Management Tab in over 14 days.

Solution

Submit a ZenDesk Ticket: https://ubifsupport.zendesk.com/hc/en-us/requests/new

Issue Type: Systems Credentials Support > Engineer Extension (MGSPN)
Description: Explain that your Engineer access has expired on the MOTP device

Prevention Measures: Click the “Confirm” button under the Engineer Management tab on the MOTP device.
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MFA - Already registered App.

Message

Already registered App.

Error Message

“Already registered App.”

Cause

The device and app is already registered to another GSPN account. The Authentication ID you typed in can
only be used once per account.

Solution

o Ensure you are logging into the correct account.
o It's worth noting that you need an separate MFA device (a total of two devices) for both GSPN
accounts
o One device and app is needed for your main account (SLVL account)
o One device and app is needed for your MOTP account (M account)
= The MOTP device can have the MFA app installed on it as well
= The 2nd device can be either an iOS or Android device of your choice

Prevention Measures: You need an MFA device for each GSPN login. You can also review the MFA setup
guide here: https://portal.ubif.net/kbase/article/10216
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MFA - Invalid Request

Error

An error has occurred. Please try again in a few minutes.
Detall
Invalid request.

View

Error Message

“An error has occurred. Please try again in a few minutes. View Detail > Invalid Request.”

Cause

o The device is not connected to the internet.
o The device was connected to Wi-Fi after the app was opened.
o The app session has timed out.

Solution

o Reconnect the device to Wi-Fi and force close and reopen the app.
o If the above does not work, log out of GSPN and log back into the account

Prevention Measures: N/A
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MFA - Invalid auth code.

Message

Invalid auth code.

Error Message

“Invalid auth code.”

Cause

o The device is tied to another GSPN account.
o The device is not connected to the internet.

Solution

o Ensure you are logging into the correct account.
o Reconnect the device to Wi-Fi and force close and reopen the app.

Prevention Measures: N/A
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Z Flip4 Digital Hall IC Calibration On the Job Training

OJT: ZHip4 Digital Hall IC Callibration

Introduction This document is intended to guide technicians in completing Digital Hall IC Calibration on
Galaxy Z Flip4 devices.

Turning On the If the Main Display is not turning on after Main PBA or Front Assembly repair, the Main Display
Main Display — can be turned on manually using the instructions in the step table below.
Table Magnet _ _
e ATable Magnet (GH81-18190A) is required to manually turn on &= =
the Main Display -~ &:f
e When the device is unfolded, the Main Display will be OFF and -

the Sub Display will be ON
GH81-18190A

Main Display: OFF
Sub Display: ON Main Display: ON by Magnetic ey

magnets
Device: Un-folded

Note: If the Main Display turns off after the Booting animation (Samsung & Carrier logos)
have been shown through Main Display, then there is no hardware defect.

Step Action
1. Place the Table Magnet at the top center side of the Sub Display on the Rear

e The Magnet will be held to the Rear of the Sub Display by the embedded magnet
on that side of the device

2. When the Table Magnet sticks in place to the Rear of the Sub Display, the Main Display

will turn on
© 2022 Samsung Electronics America, Inc. Samsung is a registered trademark of Samsung Electronics Co., Ltd. Other company names, product names and marks sn M s u N G
mentioned herein are the property of their respective owners and may be trademarks or registered trademarks.
Revised September 21, 2022 Ccre
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Z Flip4 Digital Hall IC Calibration On the Job Training

Turning On the
Main Display —
Key
Combination

Completing
Digital Hall IC
Calibration

© 2022 Samsung Electronics America, Inc. All Rights Reserved

Revised September 21, 2022

After MR1 has been installed on Galaxy Flip4 devices, the Main Display may be enabled using a
keypress combination.

After connecting a USB cable to the device:

UP(x1)

Main Display:
Sub Display: ON
Device: Un-folded

DOWN(x2)

Run Galaxy
Diagnostics

&

IWER(Hold)

s

Connect Press & Hold Power key, Main
USB cable Press Volume UP once, Display:
to device Press Volume Down twice ON

1. Press and hold the Power key
2. Short-press (press and let go) Volume Up (+) once (1x)
3. Short-press (press and let go) Volume Down (-) twice (2x)

Use the instructions in the step table below to use Galaxy Diagnostics for Digital Hall IC
Calibration:

@ Remove Magnet First
- No Magnets around device

‘ @ After removing

Magnet,
Press “Step1” button

Enter to Digital Hal

@ Remove Magnet

IC Calibration mode . " Press “Step2” button
with Magnet @ Press “Step1” button
SAMSUNG
Care
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Z Flip4 Digital Hall IC Calibration On the Job Training

Note: There cannot be any magnetic objects around the device to complete Digital Hall IC
Calibration successfully; once the device has been placed in Digital Hall IC Calibration
mode, remove the Table Magnet (if used) and make sure it is placed far from the device
so that it does not impact calibration.

Step Action
1. Enter Digital Hall IC Calibration mode, then remove the Table Magnet (if used) and place
it far away from the device

2. After the Table Magnet has been removed, press Step 1 to start Digital Hall IC
Calibration

3. Press Step 2 to finish calibration

Revision The following table lists the revisions made to this OJT resource.
History
Version Released Revision
1 09/13/2022 » First published edition of this document.
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IMEI Cloud Tool Pilot On the Job Training

QOJT: IMEI Cloud Tool Pilot

Introduction This document is intended to instruct technicians in the proper installation and usage of the
IMEI Cloud Client application on the Service PC in support of the IMEI Cloud Tool pilot.

What is the IMEI Samsung is excited to introduce the new IMEI Cloud Tool for use during this pilot. This tool has

Cloud Tool? been designed to complete the IMEI rewrite process on supported models. The IMEI Cloud Tool
is designed to serve as a streamlined, semi-automated process that will help expedite the IMEI
rewrite process.

The IMEI Cloud Tool will:
e Reduce the setup and configuration time for IMEI rewrite
e Eliminate the need to manually download associated files (i.e. POT files)
e Eliminate the need to maintain local file directories for required files
o Decrease turnaround time for repairs requiring IMEI rewrite
e Positively impact the customer experience

The IMEI Cloud Tool has been built to reduce the amount of configuration, setup, and
maintenance required for the IMEI rewrite process. The new streamlined process is designed to
be intuitive, effortless, and fast.

Prerequisites The following are required to use the IMEI Cloud Client:
e Service PCrunning Fenrir

Make sure that the most up to date binaries have been downloaded in Fenrir
for the device being serviced

e Ensure that any VPN connection is disconnected prior to initializing the ImeiClient.exe
e Only certain models are supported using the IMEI Cloud Client application at this time.

© 2021 Samsung Electronics America, Inc. Samsung is a registered trademark of

Samsung Electronics Co., Ltd. Other company names, product names and marks

mentioned herein are the property of their respective owners and may be trademarks

or registered trademarks. Screen images simulated. Appearance of phone may vary. sn M s U N G
Application sequences shortened.

Revised April 16,2021 que
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IMEI Cloud Tool Pilot On the Job Training

Download & Follow the instructions in the step table below to download and extract the IMEI Cloud Client:
File Extraction
Step Action
1. Using an Internet browser, navigate to https://api.secmobilesvc.com/client/GSPN.zip to
download the zip archive IMEI Client GSPN
2. Navigate to the downloaded zip archive IMEI Client GSPN:
o Rightclick on the zip archive
e Select Extract All
o Select a location for file extraction
e Thefollowingitems are included in the zip archive:
[5 AutoUpdate 2020-11-23 2% 322 S8 =238 35KB
14| FenrirAPLdIl 2020-11-16 2% 7:40 S8 ERI¥EY 3,938KB
2 ImeiClient 2020-12-01 27 9:03 Ly il 723KB
i3 ImeiClient.exe 2020-11-20 27 11:09 XML Cenfiguration F 1KB
[ IMEIClientTray 2020-11-20 2% 9:50 g2 o273 515KB
[ odin4 2020-11-10 2% 2:24 S8 EZ213 724KB
4 SystemJson.dll 2017-07-19 273 10:01 S8 S22 23 45KB
Using IMEI Follow the instructions in the step table below to configure and use the IMEI Cloud Client:
Cloud Client via
the USB Note: When changing from one model to another, the IMEI Cloud Client tool does not require
Method (Page that the user exit and restart the tool.
2-6)
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Step Action

1.

2.

Attach the mobile phone to the Service PC using a USB cable

e Take note of the COM Port assigned to the device using the Windows Device
Manager (Launch Device Manager > Select arrow beside Modems to reveal
devices > Right click and select Properties > Activate the Modem tab > Note

Port):

;.l.; Device Manager

e @ =B

Action  View Help

SAMSUMNG Mobile USE Modem #2 Properties

General Modem Diagnostics Advanced Driver Detalls Events

v & 0VFITHHC00114

v Modems

i Audio inputs and outputs
% Batteries
3 Bluetooth
@ Cameras
[ Computer
- Disk drives
4§ Display adapters
i Firrmware
Hurnan Interface Devices
=m |DE ATA/ATAPI controllers
§3 Intel(R) Dynamic Platform and Thermal Framewor|
Keyboards

Mice and other pointing devices

a SAMSUNG Mobile USE Modem #2
I? Metwork adapters
H Portable Devices
™ Print queues
Ll Processors
B Security devices
B Software devices
i Sound, video and game controllers

S Storage controllers

B Suctem deuires

Port: COM4

Speaker volume

Maximum Port Speed

230400 w

Dial Control

Wait for dial tone before dialing

Crce

IMEIClient updates are available

IMEIClient updates are available
Do you want to start update program now?

Using Windows Explorer, navigate to the location of the extracted IMEI Cloud Client, and
run ImeiClient.exe to start the IMEI Cloud Client

Required: If the IMEI Cloud Client tool needs to be updated, please update as prompted:

a2 IMEIClient Updater
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3. Enter the following information into the IMEI Cloud
login screen:  Login - x

¢§) mercLoun

e G-SPN User ID

. Login
e Service Tool Password o
« OTP |
e Master OTP Password *
otp *

Master OTP

4, Click the Login button to log in to the tool

Note: After successfully logging in, users won’t be required to login unless the IMEI
Cloud Client tool has been closed or the OTP has expired

5. Set the COM Port for the mobile device based on step 1for the USB method.

If unable to use the USB method, proceed using the 7 saung .

Anyway Jig (Using the IMEI Cloud Client via the @ macow

Anyway Jig). SETTING

« Configuration is not required after the first coms .

time the IMEI Cloud Client is used -

Note: The COM Port assigned to the mobile device com4 -
may change if the USB cable is moved to a .
different port and/or if the Service PC is

rebooted

Ensure you are using a compatible Samsung authorized USB cable when utilizing the
USB method.
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6. Input the device IMEI and the G-SPN Ticket NO:

72 IMEI Client (GSPN)1.3.1

’l‘, IMEICLOUD [ Fixed Sze

IMEI Client GSPN V1.3.1

logouth) &
(GSPN, PORT(COM4),JIG(COM2),U30A

0]

“ ME

4 Ticket NO

No Process Result

2 IMEIW/IC
IMEI Write
Fenrir D/L

IMEI Check

Cr—
SIo—
®

SAMSUNG © SAMSUNG

Note: You can input the IMEI via the barcode scanner or by manually typing in the IMEI.
7. Click the IMEI Write button to complete the IMEI write.

Note: The IMEI Write should be completed followed by the Fenrir D/L option prior to
completing the IMEI check.

72 IMEI Client (GSPN)1.3.1

@ meacioun

[ Fixed Size

IMEI Client GSPN V1.3.1 togout) 33
(GSPN, PORT(COM4),JIG(COM2),U30A
(0] “ wE (% TicketNO

No Process Result

2 IMEIW/IC
IMEI Write
Fenrir D/L

IMEI Check

Cr—
SIo—
®

SAMSUNG © SAMSUNG
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8. The IMEI Cloud Tool will automatically complete the IMEI rewrite process. A pass
message will be displayed once completed successfully.

No Process Result o
63 Read serial Number

64 Read Country of Production

65 Read Product Code

66 Samsung Device Root Key Verify Phase 2
67 Samsung Attestation Key Verify

68 CP SAK Check

69 Samsung OCF 10T Key Verify

70 Read Samsung OCF IOT Key UUID

71 Google Attestation Key Verify

72 Check HDCP 2.0 key

73 Check Encrypted Widevine Key

74 Initialize Life Time & Open Day

75 Check Initialize

76 Key String Block Status Read

77 Mode Read [}

78 Read Syscope

79 Read Reactivation Lock Status

80 Check Provisioing

81 Save Raw Partion Key, CP Data to RPMB
82 Compare CP NV vs AP RPMB"™"**
83 Read full history NV

84 Erase log

85 Power Off

86 DELAY*™***

[END) TEST DONE

9. Ensure the required factory binary has already been installed and is available prior to
this step.

After successfully completing the IMEI Write process in the IMEI Cloud tool, use the
Fenrir D/L button within the IMEI Cloud tool to complete a factory binary on the
customer’s device.

Note: After clicking the Fenrir D/L option, the connected device will automatically be
restarted in download mode.

72 IMEI Client (GSPN)1.3.1 - o X

@®wecow (EEEEES) Cresse  IMEI Client GSPN V1.3.1 ) ©

‘GSPN, PORT(COMA),JIG(COM2),U30A
(0] “ wE 4 Ticket NO

No process Result
2 IMEIW/IC
IMEI Write

Fenrir D/L

IMEI Check

~
|

SAMSUNG © SAMSUNG
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10. Select the correct model, carrier, and S/W version using the three provided drop down
fields and click OK.
2 Download S/W Select - (=] P
’.\ IMEI CLOLD
Fennir SW Select
MODEL *
Buyer *
SPRISPRINT) -
S/W VERSION
The factory binary will automatically initialize and complete, the device will restart.
11.

Click the IMEI Check button to complete the IMEI check.

2 IMEI Client (GSPN)1.3.1

@ mecioun

00 Fed sie IMEI Client GSPN V1.3.1

GSPN, PORT(COM4) JIG(COM2),U30A

@ % ME 4 Ticket NO

No process Result
2 IMEIWIC
IMEI Write

Fenrir D/L

IMEI Check

®

SAMSUNG © SAMSUNG

12. Complete Warranty Validation using Fenrir and proceed with closing the ticket as

normal.

Using IMEI If the USB method is unstable, you can alternatively use the Anyway Jig to complete the IMEI
Cloud Client via Rewrite process using the IMEI Cloud Tool. Use the steps below to complete the IMEI Write and
the Anyway Jig IMEI Check process using the Anyway Jig method.

(Page 6-11)
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Step Action

1.

3.

4.

Turn on the S103 Anyway Jig and connect the Anyway Jig to the 5V power supply.
Connect the Anyway Jig to the Service PC using the serial to USB cable.

Note: Do not connect the device to the Anyway Jig

Verify the COM port number of the Anyway Jig in the Device Manager (Launch Device
Manager > Select arrow beside Ports to reveal devices > Note the Port beside the Prolific
USB-to-Serial Comm Port option, i.e. COM11):

& Device Manager
File Action View Help
e mEEE B
v & OUMM91BKA0D040
i Audio inputs and outputs

P Batteries
€ Bluetooth

® Cameras
[ Computer
s Disk drives
[ Display adapters
& Firmware
F Human Interface Devices
=@ IDE ATA/ATAPI controllers
£ Intel(R) Dynamic Platform and Thermal Framey
5 Keyboards
(® Mice and other pointing devices
[ Monitors
138 Netaork adanter:
v i@ Ports (COM & LPT)
& Prolific USB-to-Serial Comm Port (COM11

Using Windows Explorer, navigate to the location of the extracted IMEI Cloud Client, and
run ImeiClient.exe to start the IME| Cloud Client

Required: If the IMEI Cloud Client tool needs to be updated, please update as prompted:

IMEIClient updates are available
! IMEIClient Updater — O >
IMEIClient updates are available
Do you want to start update program now?
Yes Mo |
Enter the following information into the IMEI Cloud @ o - >
login screen:
€§) meicLoun
e G-SPN UserID Login
e Service Tool Password |USER'D '
e Master OTP ;

Password

e OTP

TP

Master OTP
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5. Click the Login button to log in to the tool

Note: After successfully logging in, users won't be required to login unless the IMEI
Cloud Client tool has been closed or the OTP has expired

6. Set the COM Port for the Anyway Jig based on step 2.

) setting - =} x
The port setting for the Anyway Jig should be P
entered in the first Port drop down. Select the Jig in L
use (i.e. S103) under the Jig dropdown. SETTING
.

Note: The “Jig port” will be grayed out when using B
the Anyway Jig method. The port from the Anyway z
Jig should be entered using the first Port drop down.

v

7. Input the device IMEI and the G-SPN Ticket NO:

72 IMEI Client (GSPN)1.3.1 - o X

'i‘ IMEICLOUD

01 Fixed Sze IMEI Client GSPN V1.3.1 togout) 3

GSPN, PORT(COMA4) JIG(COM2),U30A

(0] © wE 4 Ticket NO

No Process Result

2 IMEIWIC

IMEI Write

Fenrir D/L

IMEI Check

®

SAMSUNG © SAMSUNG

Note: You can input the IMEI via the barcode scanner or by manually typing in the IMEI.

8. Turn the device off and plug the I/F cable into the device, wait for the device to fully
boot on.
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9. Click the IMEI Write button to complete the IMEI write.

Note: The IMEI Write should be completed followed by the Fenrir D/L option prior to
completing the IMEI check.

72 IMEI Client (GSPN)1.3.1 - o X
@ wecow [ Fored Size IMEI Client GSPN V1.3.1 togout ) 33
GSPN, PORT(COM4),JIG(COM2),U30A
6] % IME 4 Ticket NO
No Process Result

2 IMEIWIC

IMEI Write

Fenrir D/L

IMEI Check

SAMSUNG © SAMSUNG

10. The IMEI Cloud Tool will automatically complete the IMEI rewrite process. A pass
message will be displayed once completed successfully.

No Process o
63 Read serial Number

64 Read Country of Production

65 Read Product Code

66 Samsung Device Root Key Verify Phase 2
67 Samsung Attestation Key Verify

68 CP SAK Check

69 Samsung OCF 10T Key Verify

70 Read Samsung OCF IOT Key UUID

71 Google Attestation Key Verify

72 Check HDCP 2.0 key

73 Check Encrypted Widevine Key

74 Initialize Life Time & Open Day

75 Check Initialize

76 Key String Block Status Read

77 Mode Read h

78 Read Syscope

79 Read Reactivation Lock Status

80 Check Provisioing

81 Save Raw Partion Key, CP Data to RPMB
82 Compare CP NV vs AP RPMB*"""*

83 Read full history NV

84 Erase log

85 Power Off

86 DELAY*****

[END]) TEST DONE
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11. Do not close the IMEI Cloud Rewrite Tool.

Ensure the required factory binary has already been installed and is available prior to
this step.

After successfully completing the IMEI Write process in the IMEI Cloud tool, use the

Fenrir D/L button within the IMEI Cloud tool to complete a factory binary on the
customer’s device.

Note: After clicking the Fenrir D/L option, the connected device will automatically be
restarted in download mode.

/2 IMEI Client (GSPN)1.3.1

@ wacow Ofwasee  IMEI Client GSPN V1.3.1

GSPN, PORT(COMA4) JIG(COM2),U30A

@ % ME 4 Ticket NO

No Process Result

2 IMEIWIC

IMEI Write

Fenrir D/L

IMEI Check

SAMSUNG © SAMSUNG

12. Select the correct model, carrier, and S/W version using the three provided drop down
fields and click OK.
T Download S/W Select - = x
r" IMEICLOUD

Fennir SW Select

MODEL *

S/W VERSION

The factory binary will automatically initialize and complete, the device will restart.
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Troubleshooting

13. Turn off the device and plug the |/F cable into the device, wait for the device to fully

boot on.

Click the IMEI Check button to complete the IMEI check.

/2 IMEI Client (GSPN)1.3.1

@ waciouo Ofwessze  |MEI Client GSPN V1.3.1 Logout

GSPN, PORT(COMA4),JIG(COM2),U30A

(0]

= MEl £ Ticket NO

2 IMEIW/C
= IME! Write
« Fenrir D/IL

=IMEI Check

~

IMEICLOUD

SAMSUNG © SAMSUNG

14, Complete Warranty Validation using Fenrir and proceed with closing the ticket as

normal.

Q: I've seen a message on my service PC advising an IMEIClientUpdate as available, what
should | do?

A: This message indicates there is an update required

for the IMEI Cloud Tool. To initialize the update, please . IMECKentUpcite
click the notification and complete the update wizard. v GSPI
Updates ensure that the tool is running the latest ;

version to ensure the supported processes function
correctly.

| updates are

Q: I'm being prompted to enter a CAPTCHA, why is this occurring?

A: If you've failed to enter the correct login information when trying to access the IMEI Cloud
Tool, you may be required to enter a CAPTCHA to validate your login attempt. To complete,
type the CAPTCHA in as requested and click OK.

2 IMEIClientCaptchaDig - o X

@ waciouw

ce828

“ e

Q: I've received an error E1016 advising an invalid username or password has been entered.
What should | do?
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A: Ensure you've entered the proper credentials and try to login again. Your login credentials
are:

Username — G-SPN Username

Password — Service Tool password

OTP - OTP generated in G-SPN

Master OTP — Master OTP generated using Mobile GSPN tool

E1016: Invalid User ID or password(E1016)

Q: Which devices are supported by the IMEI Cloud Tool during the initial pilot?

A: The initial list of devices supported by the IMEI Cloud Tool during the pilot include the A21
(SM-A215U), Note10 (SM-N970U), Note10+ (SM-N975U), Note10 Ultra (SM-N976U), Note10
Ultra (SM-N976V)

In the event that an unsupported device/IMEI is detected, an error will be displayed.

x

IMEI'W/C Model sequence not found : SM2NSTOUZKAXAA

Q: What else should | know about error codes and the IMEI Cloud Tool?
A: The IMEI Cloud Tool uses the same error code types used in Dasuel.

Q: When | use Device Manager to detect the COM port number for the device, | am having
trouble validating which port is associated with my device.

A: In the event that you are unable to use the Device Manager to validate the port number of
the device you are using, you may need to use the Phone and Modem setting within the Control
Panel to validate.

Launch the Control Panel > Type in Phone and Modem in the search field > Once the Phone and
modem option launches, if prompted enter your local 3 digit area code > Click the Modems tab >
Connect your device > Note the “attached to” column for your device to verify the COM port.

In the event that 20 or more Samsung Mobile USB modem options are displayed, you may need
to remove devices that are not in use.
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& Phone and Modem X
Dising Rules Modems  Advanced
@ Thefolowing modems arsnstalled
Modem Atached To
(@ SAMSUNG Mobile USB Modem Not present
@ SAMSUNG Mobile USB Modem #2 Not present
@ SAMSUNG Mobie USB Modem #3 Not present
5 SAMSUNG Mobie USB Modem 4 Not present
P SAMSUNG Mobie USB Modem 6 COM10
©add. @Remove | | Properties
Cancel

Q: When running the IMEI Write and IMEI Check function via the Anyway Jig method, how
should the configuration of the equipment appear?

A: Remember to follower the steps of the Anyway Jig method to ensure the process functions
correctly.

Connect Serial to
USB adapter to UART port

of Anyway Jig e .

<~ Connect Serial to

W& UsBadapter to USBport
of Service PC

Connect I/F cable
to Test Packport
of Anyway Jig

Connect the DC 5V
Adapter to the Anyway
Jig labeled DC5V for power

Q: When attempting the Fenrir D/L option, I'm getting an unexpected error or failure, what
should | check?

Connect I/F cable
to Device

A: Remember the required factory binary must be downloaded in Fenrir prior to using the
Fenrir D/L option in the IMEI Cloud Tool.
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OJT:FRP Unlock Tool Migration

Introduction This document is intended to educate technicians about migration to the new FRP Unlock
function built into the IMEI Cloud Client tool.

About FRP Effective August 19, 2024, Samsung is migrating FRP Unlock functionality into the IMEI Cloud
Unlock Tool Client tool. This is a part of ongoing system consolidation effort to simplify Samsung Repair
Migration Process. This migration of FRP Unlock to IMEI Cloud will allow technicians to use the IMEI Cloud
Client tool to complete FRP Unlock on devices operating on Android OS.
There are several benefits:
e Elimination of Galaxy Must log-in requirement
e Nochangein IMEI Cloud Client log-in process
e Using an existing tool with an existing process means there should be a quick
learning curve for the new method
Using IMEI Use the instructions in the step table below to use the IMEI Cloud Client tool to complete FRP
Cloud Client Unlock:
Tool - FRP
Unlock
Step Action
1. Open the IMEI Cloud Client using either the IMEICLIENT icon or by running
“ImeiClient.exe”
® ImeiClient.exe 2024-06-18 27 1128 S Z21¥ 27
| ImeiClient.exe.config® 2020-11-26 27 8:35  CONFIG Tt 2KB
| LOG_2024-06-18.txt 2024-06-18 27 1002 HAE g 5
&' Registry_PortFix_\V004.reg 2022-12-15 27 1029 S IS 4
| System.json.dll 2020-11-26 27 835 £ =27 8% 45
Run IMEI Cloud Tool
eone et 3t o propeny o the espectyt sunerean oy be trademaie o eaciered wacemate oo remes prosuctremesanamerie S AN SUNG
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2. Select the Job Type (FRP Unlock to
complete FRP Unlock)

3. Log in with the following information:

GSPN ID

IME| Write Password
OTP

MOTP

© 2024 Samsung Electronics America, Inc. All Rights Reserved
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T Login - x
¢§) MEicLouD

Login

USERID*

Password *

oTP*

Master OTP

JOB TYPE : IMEI ~

FRF Unlock

Cancel

¢§) MEICLOUD

Login

USERID™

GSPN ID

Password *

IMEI/ESN Writing PW

oTP*

OTP

Master OTP

MOTP
JOBTYPE: [FRPUnlock v

Lo J o

SAMSUNG
Care


http://www.samsung.com/us/support/premium-care/

FRP Unlock Tool Migration On the Job Training

4. Select and confirm the COM port R setting [
number
€§) MEiCLOUD

SETTING

PORT  *
‘coM24 ~|

JIG

JIG PORT

‘ - ‘

5. Click FRP Unlock
e FRP Unlock will complete automatically
o Read phone information (Auto)
o FRP Unlock and check “PASS”

T D Chern (33PH01.7.2 - o X
®rocow (IR IMEI Client GSPN V1.7.2 D
mroouzl

@ % MEl (% Ticket NO

M Process el

IMEI Write

RUM SMART

IMEI Check

FRP Unlock

et - [
S
ﬂ
u

SAMSUNG o samsunG 1}
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R VB Clent (GSPN)1 7.2 =5 B 2

IMEI Client GSPN V1.7.2

“ mao (4 Ticket NO
No Process Result
[BEGIN) [PM20240620542] Read IME! SN for FRP Unlock
[INFO] Your OTP has $ hour 58 minutes remaining valid time.
1 Dusable USE AT mode
[INFO COM24 open success™ ™"

FRP Unlock

SAMSUNG © SAMSUNG mn
0
®rocow (RIS IMEI Client GSPN V1.7.2 ) <
PORT : COM24
MWC TR
© wen = 4 we (4 Ticket NO
No Process Result -
3 Read Headinfo for test
4 20 CN read only
: PNFO) 20 CN
IMEI Write s 15¢ IME1 Read (with Checiksum) and verify

RUN SMART 7 Read serial number
[INFO) SN oxX
] Read 15t Biutooth 1D(Read only
IME! Check [INFO) BT 10 IR
9 Read WIFI Mac Acdress
[INFO] WIF1 1D
FRP Unlock i) Read Product Code (only read)

[INFO] IMEI - =
L Read MSL Address

[INFO] Product code : SM-A23SMZXDTPA

" Simple Read NV Carrier 10
[INFO] RF Buyer code : TPA
n Request inner Memory size
3 Read Cadbrason Date
[INFO] CAL Date 5 20220311
1"* Write Randoen Key JumpiSiip
15 Write uniock key Jump&Skip
1] DELAY_TO_SAVE_DATA****
"9 S/W Reset
[END] TEST DONE
COM24 port disappeared Sp close
v
SAMSUNG < samsunG - eeeeeeeeeeeee—
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Changing the To change the COM port being used by the IMEI Cloud Client tool:
COM Port 1. Click the Settings button at the top right of the Ul
2. Select the desired COM port number, then click Confirm
A IMEI Client (GSPN)1.7.2 - o x
) mecLow USER BIN BL IMEI Client GSPN V1.7.2 Logout
PORT . COM24
MAC : 9883899BE010
@ e [# Ticket NO
No Process Result
= IMEI Write
RUN SMART
IMEI Check
= FRP Unlock
SAMSUNG © SAMSUNG 0%
9 IMEI Client (GSPN)1.7.2 _ O 1%
® wecoun USER BIN BL IMEI Client GSPN V1.7.2 Logout ) (3]
PORT : COM24
MAC - 9333899BE010
& mMe [4 Ticket NO
A semung - [m] x
No Result
€g) MeICLouD
IMEI Write SETTING
FORT  *
RUN SMART COM24 -
COM3
COM17
IMEI Check COM18
FRP Unlock v
=
SAMSUNG o SAMSUNG 0%
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Revision The following table lists the revisions made to this OJT resource.
History
Version Released Revision
1 08/07/2024 o First published edition of this document.
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QOJT:Scanning Main PBA QR Codes

Introduction This document is intended to guide agents on where to find and scan QR codes on the Main
PBA. Knowing where to locate and scan the QR codes will enable more accurate parts
management during and after repairs.

Topic The Main PBAs for Samsung devices feature an embedded QR code that enables the part to be
scanned during repairs. Utilizing the QR code allows the unique identifying information for each
Main PBA to be tracked and managed effectively. Scanning the QR code helps to reduce the
impact of human error when managing parts, and increases the speed at which parts can be
tracked and shipped via U-Class.

The following device series are listed:

e  Galaxy S Series
e Galaxy Note Series
e Galaxy Z Series

e Galaxy A Series
e Additional Devices
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Galaxy S Series
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Galaxy Note
Series
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Galaxy Z Series
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Main PBA
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Main (Front) Main (Rear) Sub (Front) Sub (Rear)
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Galaxy A Series
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Additional
Devices
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Revision The following table lists the revisions made to this OJT.

History

Version  Released Revision

1.0 2/28/2020 e Initial OJT created
1.1 10/14/2020 e New models added
1.2 12/3/2020 » New models added
13 1/25/2021 e New models added
2.0 8/18/2021 e Updated document tables/design, added new models,

added hyperlinks

3 2/10/2022 o New models added
4 8/17/2022 e New models added
5 02/14/2023 e New models added
6 07/31/2023 e New models added
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QRG: mmWave Callioration - No Power Supply

Introduction

About
mmWave
Calibration

Hardware
Configuration

This document is intended to guide repair technicians in performing mmWave Calibration
without an ODA2CH power supply.

mmWave Calibration is performed using Daseul, and must be completed when the following
kinds of repair are done on 5G mmWave capable devices:

e IMEI Rewrite (Main PBA Replacement)
e 5G mmWave Antenna Module Replacement

Following successful calibration, Galaxy Diagnostics will test the integrity of each mmWave
Module; if any instances fail, the module with the failing instance must be replaced, and
mmWave Calibration repeated.

Note: mmMWave Calibration is NOT OPTIONAL, and must be completed with these repair types
on 5G mmWave capable devices.

The following equipment is required to complete mmWave Calibration without an ODA2CH
power supply:

ég'xe‘d AS 3.1, 5G (mmWave) AUTO CAL Shield Box GH81-17197A 1
* Anyway Jig GH81-12520B 1
j%inyavxzy «  Anyway Jig Adaptor GH81-14495A 1
Cagble +  25pin Serial Cable GH81-17200A 1
» USB to Serial Cable GH81-13470Z 1

I/F Cable  Type-C GH81-17202A 1

GH81-19033A 1
GH81-19033B 3

 Comm.Radiation JIG_Main Base
 Comm.Radiation

E/lorgrrfon JIG_Mounting(Variable)
Jige » Comm.Radiation JIG_Mounting(Fixed) GH81-19033C 2

 Comm.Radiation JIG_LM Unit
*  PACKHOLDER)Slim Molding Pack Assy)

GH81-19033D 1
GH81-17204A 1

Follow the instructions in the step table below to complete mmWave Calibration when an
ODA2CH power supply is not available:

Note: mmWave RF Calibration can be performed without the use of a Power Supply; however,
device battery should be charged over 50% before executing the calibration. If the
state of charge is less than 50%, the calibration will not start.
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Step Action

1. Connect the Anyway Jig to the Service PC:

e Connect the serial side of the
USB to Serial Cable to the serial
UART port on the Anyway Jig

e Connect the USB side of the USB
to Serial Cable to an open USB
port on the Service PC

Note: Connecting the Anyway Jig to the
Service PC will generate a COM Port
for the Anyway Jig, which can be
found in the Windows Device
Manager

2. Connect the Anyway Jig to the Shield Box:
e Connect one end of the 25 pin Serial
Cable to the Test Pack port on the
Anyway Jig
e Connect the other end of the 25 pin
Serial Cable to the Anyway Jig
Adapter

e Connect the 25 pin Serial Cable with
the attached adapter to the port on
the Shield Box door

3. Configure the Common Model Jig for the device model being calibrated:
e Remove the screws from the holder(s) to be moved

e Move the holder(s) to the coordinates labeled for the device model to be
tested

- Make sure that the screws are facing away from where the device will
be positioned

- The upper variable holder should be secured so that the device does
not move after securing the lower side variable holder

e (x,y)are the coordinates on the pegboard where the screws should be
fastened

- There will be at least two points listed for each variable holder
- The points will be listed in sets of two in the format (x, y)/(x,y)
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4, Insert the Common Model Jig into the Shield p e —
Box:

e Pull open the Shield Box chamber
and place the Common Model Jig in
the center

e Align the notches on the Common
Model Jig to the pegs on the Shield
Box to secure the Common Model
Jigin place

Note: Do not pull the chamber drawer all the
way out; this will derail the chamber
from its sliding tracks

5. Connect the Common Model Jig to the
Shield Box using the I/F Cable:

e Connect and secure the
I/F cable to the Shield Box
port located behind the
chamber of the shield box

o Slide the I/F plug into the
Common Model Jig; be
careful not to lift and
damage the clip

Downloading, There are three (3) files required to complete mmWave Calibration:
Configuring o Daseul Launcher (.exe)

Daseul & « Calibration Runtime (.cab)

Calibration «  Model File (SM-GXX.cab)

Follow the instructions in the step table below to download the required files from SKP and
configure Daseul:

Step Action

1. Log in to G-SPN, and click on Knowledge from the top menu bar

© 2021 Samsung Electronics America, Inc.. All Rights Reserved
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2. Type the device model number in the Model Search Results
Code search field, and click on Search
Model Code v SM-G977U
3. Scroll the scroll bar left until you reach the Compliance
Software column, and click on the hyperlinked number in Compliance
the Compliance Software column Software
4, Select the file to download and click Download Selected to download the .zip file to the
Service PC
G977U_MMW_CALIBRATION G
Download Selected Download All
5. Extract the .zip file contents into a folder that will contain all three files
6. Navigate to and open the folder Twr—
containing the extracted files, then Ho. | Processng status launch
the Daseul Launcher S e
e With all of the files in the same
folder, Daseul Launcher
should automatically load secstdboss the
MMW _Calibration file e
e Check the box next to frj_D:T
Calibration E:DE:‘I;:":t:on 00742 | SM-G977U_MMW_CALIBRATION_Ver_3.1.421.7.CA
o Click Extract & Run S
) Bdract&Run||  Close
SARMSUNG
Care
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7. Once the extraction process is completed, the Select Sequence Files & Login window

will appear:

o Click and check off CAL
o Click the ... button next to the CAL dropdown
» Navigate to and select the Model File, then click Open
o Click Start in the bottom right corner of the window
-" Select Sequence Files & Login
elect sequence files & the resolution. Change the permission, Join, etc
S
Deploy Path :  C:\DIST\DASELL
I~ smooL
I sMoFT
I~ rpearT
I::)ri L
I caand
- Foa 'SMGS77U_MMW_CALIBRATION_Ver_3.1.¢ ~|
I FaLnd -
e L SR, vy | enase
v seeess SM-GSTTU_MMW_CALIBRATION Ver_3.1.42.. 4/29/20195:57PM  ENC File
I owan [ ]
I ers Desktop.
re = -, Select Sequence Files & Logln
Lo Select sequence files & the resolution. Change the permission, Join, etc
™ Skip Cofiguraf m ‘Select The Sequence Fie
Raschuton W Ths PC Deploy Path : lﬂ:\DJS‘T‘nM‘-EuL J
r soo. =
# r swer [ =]
fetwodk - oemer [ =]
< % ca |54 G5770 1P _CALIBRATION Jer 3. 1.421. 7300 =G
Flenam| | caand [ =l
Flesof | T P [ =l
rormaad [ |
el ~|
r e [ |
r wan [ =l
r ces [ =l
roer I =
™ Sko Cofiguration Dislog Rermission:  Operator
Resouton : [1024x768 =] | Change Permission Exit l:>5|art
8. The Set System Configuration dialog window will open:
e Inthe Test Process section, select Calibration
e Select Operation Condition and ensure Prevent Process Secession (NV) is
unchecked; click OK
o Click Hardware Config to continue

Operation Condition X
Max, Re-Test on Fal 1 - Iz
r
Conseautive Test Fail Alarm One Fai Block
Fire this alarm W | | UseOneFaiBlock I~  UseFaiDump [
n S et When consequtive tests Fal,
BAARRAS | Afterprocessng atieastS Delete
Test Process
Process] [Master] [ TestFal Asm
SMDDL r Fire this slarm
Prevent Pr
::0 :AT ; When fai rate exceeds [20.0 % ‘ R¥ent rocems *(&NM'{Q
A PreventCount [s v
vt i < After processing atleast[ 10 phones
Calbraton 280 [~
Final Auto = B Cable Type [oFatcae  ~]
Final Auto 2D [~ Num of Count(Voitage) [20 Mesared Cable1cae r
Final Manual =
IMET Write r Lower Spec(+) |0.300000 v Check Cable Loss i
IMEI Check r Upper Spec(+) 0300000 V MSTS Retur After CAL =
MDL+2nd Check [
MOLR: r Num of Count(Current) S off D v
IMEI Read = Lower Spec(+) [3.000
STA Write E
Upper Spec(+) 00000 mA
e L T
Save ALL Cancel
STA Reset r
WLAN = T n = = = v
o T TestMode : [wia I | SubpartsLife
8T = = IMED
WLAN r Uff RTSM iF [': Operation Condition
. 1 e r Operation RUN
% I|: Merge Felica Cal [ e oy @
o 0QC Reset B
Merge2G3GBlockRad. [
gt - 1Bl Reset r IMEI SVC&Repair Option
Process Order 0QC SKD USER DAL r
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9. Configure the Shield Box:

e Make sure that the Anyway Jig is connected as outlined in the above

section, Hardware Configuration

» Inthe Phone section, select AnyWay Jig as the IF Jig Type
o Click on Port Setting to configure the COM Port number (found in the

Windows Device Manager), then click Save

« Inthe Robot/Shieldbox section, set the Control Type to N/A and the I/F

Type to Serial COM
e Inthe Power Supply section, make sure that the Power Supply box is
unchecked
rPhone 1
Count [ 1
1/F - 1 Type ISeriaI cOM 'I Phons K Bus Seting
IF-2Type [/a i | RS T
IfF-3Type [N/A - o f 3
Port Setting Py o
IF Jig Type AnyWay. -
Multi Jig Cable Type [UaRT|Line_~ | Q
¥ Use Portable ID Chec JIG — [E]

Robot / ShieldBox T Power Supyl
Control Type |Emubbtdn Box v I R |
IfF Type Seriall COM v | 1F Type |—__|Se,-,a, oM~

10. Congifure DBMS and Save:
e Inthe Server section, select Home(GUMI)
e Inthe Type section, select N/A
o Click SAVE to save the hardware configuration

[ - .
Hardware Component Configuration
Controller Type, |0 Bus Type, Port Setting,.
Phone MSTS Sharing Controler DBMS PBAH:‘CTM
IF-1Type [SerialCOM || | Control Type [N/A - NI-DAQ :]
|| L =T | e e ()
Type N/A - Detector
1F-3Type [tA =I| | (reminat) (Ceonseting ) | trrype  [rmmicon <] || HoMTyme =
)
SHOF/T |
Robot / ShieldBox Type N/A 1|l
IFlgType |AnyWaydg v Control Type [—_]N/A = o [—:] |
o i =)
PN
sk o] | () (i) e || el
¥ Use Portable ID Check JIG | [~ Pomer Supply : we)sso [ |||
— o ()
MSTS I Barometer Generator
ot [ =]|| ¥FTwe Isenslcom 1| otype  [sermicom =] | -wuan [
; Count o -
w5 = E_H||
IFF Type Serial COM v
Port Setting Label Printer ™ Power Amp ‘
e Control Type [None )| | count 0 =l ‘
Count 0 >l | | 1FType SerialCOM  ~v|| | IF Type Serial COM v
1F Type Seriall COM  w| | | DUT Start
Number r— lTerminaIll Port Setting ' SAVE J Lc.me| )
L Port Setting OffsetX /Y l—l—
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1.

12.

Once hardware has been configured, you will return to the Set System Configuration

window:

e Tosave your settings and proceed to Daesul, click OK

e You may encounter a MSTS pop-up notification upon clicking OK;
disregard this notification and proceed to launching Daseul

¢ Set System Configuration

Set System Configuration Dialog...

Test Process
[Process]
SMD DL
SMD F/T
PBAF/T
Calibration
Calibration 2ND
Final Auto
Final Auto 2ND
Final Manual
IMEI Write
IMEI Check
MDL+2nd Check
MDL Rework
IMEI Read
STA Write
STA Check
STA Reset
WLAN

= = = &l = & E E = E E = EE R EEE

Merge 2G3G Block Rad.
Process Order

Oa@SEn

[Master] [Slave]

HNENEANRNRInIREEE0ERRA

Configure Daseul:

Test Condition System Config.
SMD FT Model
L e ish
TestMode : [SMD_Function - snguege e s Information
Calibration Line Name LINE(temp)
Real CAL Cyde: on every Line Type IM <ol LI
20 v | default CALs
™ NP Cell [~ Smart Cloud Cell
Calibration Mode : |FDT v Signal Loss
CALndMode:  [FOT - #ofPhone |1 =] Conte-
Start Number
,ﬁ of UL 1
Conduction v Start Number [~
of Jig l o
Reset Loss Correction Count [P Address 172.31.96.37
= = SKD Mode O
Sl MultiSharing(CMA'S) o MSTS
Developer Mode [ Calibration
WLAN A
Separating(20S) [
TestMode; I"La” -d SubpartsLife C Setting
IMEI
Use RFSM ()
Use Second PC I Operiin Sondion
Save ODS r ||| | Operaton RUN
Merge Felica Cal r QECORIRon ) GEReRtoo ™)
0QC Reset [ oK
1Bl Reset r IMEI SVC&Repair Option
0QC SKD USER DL [

e Click on the Test Item option within Daseul, and then select the SVC Opt.
(only SVC PBA) option in red font
e Save and close your settings by selecting the left ?? option below the CAL
Test Option settings window

m Press [START ALL) Button!!!

=3

a 0 second (Average - 0.0 second)

MTM Test: 0, Test Fail: 0 (Rate: 0.0%)

™ CAL NV Verify
[4] Thermistor(1,0,0) Test

:> [ EVC Opt.(oniy SVC PBA)|
=

I™ Normal Mode
r
=4
I™ RF Chk In/Out Retest
I™ RF Cal Verify Chk InfOut Retest
r ¥ Semi_Spen
r (o
Use UART BaudRate Change.
@ 115200 € 230400 460800 C 921600
SIM ICC ID Check

SKT -
Pop-up Option

I™ PowerOn/BootingCompleted
I™ Sleep Current

I Leakage Current

[~ 10C] FterFtm Frror Crach
I [QC] NvSave Error Crash
M [QcIxocALco

H/W Version Writng

H/W Version REVO. 1

SMD_CAL Option

SoftwareVerson [ |
sensorHbFMVer [
Debuging Option

™ Additional Log Enable

Checksum(Default NV)

Memory Size
| = || Ise K|

Semi CAL & Semi F/T
=

r

-

r

RF Cable Path Loss Test

I™ Loss Test ALL Check™ LOOP TEST
Pathloss Test Spec:  [0.5 (0.1~1)

ELELET

Mourt Mourz [Mours [ outd

Fours Coute ourz [ outs

esIMTest

IMSI - MCONMC

1CCID - MNO

INPUT Chediing Option

~

Flexible Spec Option

= 10 -
=] T

© 2021 Samsung Electronics America, Inc.. All Rights Reserved

Revised March 16,2021

135

SAMSUNG

Care


http://www.samsung.com/us/support/premium-care/

mmWave Calibration - No Power Supply Quick Reference Guide

13. Select Start :
o Place the powered off device in the Common Model Jig and connect it to
the IF Port
e Hold the Power Key to turn the device on

e Close the chamber while the device is booting up, making sure that the
Shield Box is closed and locked by pulling down on the handle

Note: If the calibration fails, do not stop the tool; allow Daseul to retest, then power
the device off, reconnect it to the IF Port, hold the Power Key to turn the device
on and close the chamber again while the device is booting up

14. When calibration completes successfully, Daseul will display <Test Pass> in the Result
section

HW Ver
SW Ver

ANTENNA]

Troubleshooting If the tool fails, Daseul will display Alarm !!! in the Result field; a pop up window will provide
details of the failure:

Error Troubleshooting Steps

Tool failing for "Booting 1. Check Anyway Jig COM Port
Completed Msg Error” Mapping/Settings

Tool failing for "StartCalibration 1. Ensure the device does not
Fail to Read Test Items All" have Screen Lock turned on
Tool failing for "Erase Fail 1. Click Abort on the Alarm
History" Screen and let the tool reset
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Itis important to make sure that the Fail History is erased manually when a failure occurs;
double click on the failure line to view the Alarm Detail, and click the Abort button to clear the
failure history. DO NOT click Retry, as this will only cause the tool to fail again.

& DASEUL - SM-GS77U = X

HW Ver M Cell Type Block Cell
SIW Ver PC NO. NONE

Model

Process  Calibration(M)
PGMVer  DASEUL_v3.1.444.0/Calibration(r00758)

Alarm Detail Infomation ]

MName : Common Testltem Erase FAIL HISTROY

Unit 2 TestManager_1 Severity Fatal

Enter Test Mode Error

2019-09-10

Time:  Jsss0 00 File:  ustaricalibration.cpp 3116  Function : R

ion

~Unit Log
Log Message
T M
15:45:52.090 [1-Error] UStartCalibration Leave Action
_ 1 15:45:52.089  [1-Emor] No Data Received
I 15:45:42.102  [1-Error] 3000 0A 0.
R 15:45:42.102  [1-Error] 4154 2B 4641 49 4C 4849 53 543D 30 2C 30
I 154542102 [1-Ermor] [COM 22] Read Success : [ 19 ] Byte Read in
1 15:45:42.089  [1-Emor] 300004 0.
EN 15:45:42.089  [1-Error] 4154 2B 46 41 49 4C 48 49 53 54 3D 30 2C 30
E 1 15:45:42.089  [1-Error] [COM 22] Write [19]Byte Success
[ [1-Error] [COM 22] Clear : PURGE_TXABORT | PURGE_ |
lae I . L LR T P T T
< >

Select Remedy Action

[ Ret="S Abort |

[Machine Freq: 100ms]  [DBMS Type : N/A

Once the failure history has been cleared, click the Auto option and allow Daseul to retest the
device:

& DASEUL - SM-GS77U -~ X

HW Ver SKU DB Serv Cell Type Block Cell
SW Ver csc Buyer PCNO. NONE

Model

Process  Calibration(M)
PGMVer  DASEUL_v3.1.444.0/Calibration(r00758)

Double click an item to view the details of the alarm.

Message DUTID Name D Severity File Name Line Function

[Machine Freq: 100ms]  [DBMS Type: N/A]
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QOJT:Scanning QR Codes on Display Modules

Introduction This document is intended to guide agents on where to find and scan QR codes on display
modules (OCTA). Knowing where to locate and scan the QR codes will enable more accurate
parts management during repairs.

Topic The OCTAs for Samsung devices feature an embedded QR code that enables the part to be
scanned during repairs. Utilizing the QR code allows the identifying, unique information for
each OCTA to be tracked and managed effectively. Scanning the QR code helps to reduce the
impact of human error when managing parts and increases the speed at which parts can be
tracked and shipped via U-Class.

The following device series are listed:

e  Galaxy S Series
e Galaxy Note Series
e Galaxy Z Series
e Galaxy A Series

e Galaxy Tablets
e Additional Devices
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Galaxy S Series

UK SANSING
0B 137, Db
CA o

SI\ M s UN G G (@
Ch e kinined & &
HIZX} : Samsung SDIVIETNAM Co, Ltd. Li-on00 w5s
smn_‘—wmezmw = a
Model/ 21512458 : EB-XXKXXAI
Nom, Vmoe/'ﬂ"sﬁ/l‘ﬁimél B0V =, Cﬂ
9?5!/@ H5 3 (Rl ey < TBD mtd TBO YD, W
acty : TBOmeh RO, ﬁwqr TRV =

Wamrq Donat disassembl, crush, m
heat, bur o reuse. Autharized Sem:e Prwder Oniy. ¢ N8 US

2 RHE, 23, ARHESER,

74768 31241-2014 A/S P1247:1568-3366 11351167

SNAMSUNG

JSSEVBLED N VETHAM  ASSEMBL:
xiEs‘Eﬁ.z Etﬂ Xi_‘
JEX : Samsur

Typical Capacty : DXXMM OO0, HQI?EQ LoXV=

L Warning : Do nat disassembie, crush, puncture,
heat, burn or reuse. Authorized Service Provider Only c €
i 2 muimm

i UK SasuG

Ii PORee 0907 Dt
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QRG: Using Fenrir

Introduction This document is intended to act as a quick reference guide to technicians when using Fenrir.

About Fenrir Fenrir is a Samsung repair system used for these parts of the repair process:

e Warranty Validation
e Software Flash (Android OS installation)

This document will outline the following topics related to Fenrir:

e PCHardware Specifications
e Binary Management
o New Models
o Binary Selection
e Using Fenrir: Home Software Recovery with Fenrir A
e Using Fenrir: SVC Connection
e Performance Tips & Tricks

Note: Itisimportant to make sure that no other repair tools (e.g. GD) are in use when using
Fenrir.

PC Hardware These are the required system specifications for use with Fenrir:

Specifications
e PCrunning Windows 7/8/10 operating system

e Atleast 3TB available storage for device binaries
o More storage allows for more binary storage
o Itisrecommended to set up the hard disk drive (HDD) as a single
partition
e Atleast 5Mbps high-speed Internet connection (>Mbps recommended)
e Firewall open to the following FUS server URLs:

o Required for binary download and device connection history
upload to FUS servers

o http://cloud-neofussvr.sslcs.cdngc.net
o http://neofussvr.sslcs.cdngc.net

e Data Cable connected directly to the USB Port on the Mainboard of the
Service PC (back ports)

e USB hub with external power source (e.g. Belkin F4AU041 or similar) for
multiple devices connected directly to the USB Port on the Mainboard of
the Service PC (back ports)

Note: The following page includes samples of tables and informational blocks (warnings,
cautions, tips and notes) in case you need to use them.
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Binary
Management

In order to use Fenrir with a device, the most up to date binary for that device must be loaded
into Fenrir.

There are two (2) types of binary used in Fenrir:

e H(Home) - Attempts to save customer user data
- Cannot be used for IME| Write/Check processes
- Cannot be used on Tizen devices

o F(Factory) — Erases all customer user data, and sets the device to factory defaults
- Required for use with IMEI Write/Check processes

- Main screen can be used to flash Tizen watches as well as for the Phone
Recovery software option

Fenrir A (All) is an option which combines both the Home and Factory binaries into a single
program; this option requires twice the storage and network traffic as the individual
components, and allows more room for human error because it is possible for the wrong binary
to be applied to the device accidentally, which may cause customer user data to be
permanently lost. Tizen watches will not work on the Fenrir A Home screen, but can still be
flashed using the Phone software recovery option.

Itis important to make sure that the correct binary is used for the wanted outcome.
Use the instructions in the step table below to manage Fenrir binaries:
Note: Using out of date binaries with Fenrir may cause device repair systems (e.g. IMEI Cloud

Client) or the device software to malfunction, and may render the device inoperable;
DO NOT attempt to recover a rooted device with Fenrir.

Step Action

1.

Launch Fenrir, gnd access Administrator
Home by pressing Alt + F10; enter

smart100 as the password, then click OK Input a password to access administrator home

Password:

T
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2. Select Phone software management to download and manage binaries by phone model
D fonrte Bl - o x

& Administrator home

Phone Software recovery option

Emergency recovery option can be used when phone upgrade failed. >

Phone software management
l J Download and manage the upgrade software from the web according to phone model. >

Other settings

The software download options for phone upgrade and the upgrade screen configuration can be set up. >

Customer management
Manage customers and store related status information. >

3. The Upgrade software download manager will display:
e Select the check box next to the device model binaries to update

e Use the drop down menus to narrow the options down to a specific device
model, country code, or regional code

e Click Begin download to download the selected binar(ies)
o Click Delete download file to delete the stored binar(ies)

%) Fenrir B
Upgrade software download management Administrator home
The soft ade options can be set up according to each model
==
set untry code | Whote model =] Downlosd history | Whote model =] Regonsi code [Whole model 3 |
Model nane  Buyer ¢ Name  Regiona.. Upgrade/downl.. Supporsefings  The last date used Download history os S/W version Sze  Downloadd..  Factory W
SMGITSU  T-MO.. GalmySl.  TMB ® ® Latest version Pie(Andioig ) GITAUSQSZBI/G. 5MG sl )
GT-NE0I3 STA(U. XAR o B Download function is
SGH-337 ATT ATT - A Download function is
SM-A102) T-MO. TMK - e ~ Download function is
SM-AlU SPRINT SPR =" Download function Is.
SM-Al0U T-MO. T™B “ - Download function is
SM-AlU Wwu p- Download function Is.
SM-Al2U BST ~ Download function is
SM-AlU ATT ATT = Download function Is.
SM-AlRU XAS s e Download function is
SM-AlRU Verizon vzw - Download function Is.
SM-AlU CHA S p - Download function is.
SM-AlcY usc. usc - Download function Is
SM-AT0U A0 - Download function is.
SM-AlGRUT A0 » s 2 Download function Is.
SM-Al0UI Verizon vzw ~ - Download function is
SM-AlUL T-MO... ™K =" Download function Is.
SM-ANRUT wiu - - Download function is
SM-AlRUL BST 4 Download function Is.
=
New Arrival | Curent Model | Old Madel
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4. Once the selected binar(ies) have been downloaded, set Fenrir to automatically
download updated binar(ies):

T e cowioad | s/w upae

Stop (Orange) ©N STOP OFF Ongoing Not Possible Set by default
(Temporary)

OFF ON STOP OFF Not Possible Not Possible

ON G bl Gl Possible Possible

- NOTE: Stop (Orange) will automatically switch to ON upon completion of binary download

Using Fenrir: Use the instructions in the step table below to complete a Phone Software recovery on a device:

Software

Recovery Note: Do not perform software recovery or update on a rooted device.

Step Action

1. Launch Fenrir, gnd access Administrator
Home by pressing Alt + F10; enter

smart100 as the password, then click OK Input a password to access administrator home

Password: [

2. Select Phone Software recovery option to perform a software recovery:
f Administrator home

0 Phone Software recovery option
\ Emergency recovery option can be used when phone upgrade failed. >

Phone software management

Download and manage the upgrade software from the web according to phone model >

Other settings

The software download options for phone upgrade and the upgrade screen configuration can be set up. >

Customer management
Manage customers and store related status information, >

O [«
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3. When the Phone Software recovery option window appears, select the Direct model

selection tab:

Phone Software recovery option

Select phone that faled to upgrade ‘

Input SN

Direct model selection

Remove battery, and check if the proper model name and regional codes have been selected

before pressing the next button.

T - |

[TMB(T-MOBLLE (US))

]

[ Nougat(android 7.0) (6950USQS2BQL 1/6950U0YN2BL L/GI50USQS 28QL 1/G950USQS2E | = |

4, Select the following options to install the Home binary to the device, then click Forward

to continue:

Phone Software recovery option

‘ Direct mode! selection

Select phone that faied to upgrade ‘ Input SN

Remove battery, and check if the proper model name and regional codes have been selected
before pressing the next button.

T | - |

Regional code [TmB(r-MoBILE (Us) =]

[ Nougat(andraid 7.0) (G950USQS28QL 1/GI50UOYNIBAL L/GIS0USQS28QL 1/G950USQS £ - |

e S/W Version: Home

e Model name: Select the device model from the drop down menu
- If the device is not listed, the binary is not installed

e Regional code: The original carrier of the device

e S/Wversion: The current, up to date binary in Fenrir
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5. Select 1 EA to recover one device at a time (recommended), then click Forward to
continue:
Select phone that failed to upgrade Input 5/M ‘ Direct mode! selection ‘
® 1EA
4 EA
6. Review the selections made before proceeding:

Input /N | Direct model selection ‘

Select phone that failed to upgrade

Model name : SM-GA55U
Regional code : TMB

SW version :
G955USQU2CRBY/GI5SUOYNZCRBY/GI55USQU2CRBA/GIS5USQUZCRBI

e Press Previous to go back and make changes
e Press Forward to continue if no changes are needed
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7. Place the device in Download Mode using the instructions shown, and confirm the items
listed:
‘Sdeclphonematlakdmwade[ Input SN “ Ceeticsdededn |

Confirm the next matters before continuing.

1. Detach the battery after disconnecting the cable from the phone.

2. Make sure that the device is turned off.

3. Reconnect the cable after converting the device to recovery mode. - To switch to
Recovery mode, press the Power button while pressing and holding the ¥ button and
the Bixby button. Once the device has turned on, press the A button to continue.

‘

e Make sure the device is charged to at least 30%
e Check the Confirm all information box
o Click Forward to attempt device recovery

o Leave the device connected until the process has completed, and Fenrir
has confirmed that the results have been updated to the FUS server

Using Fenrir: When completing a repair, the device needs to be connected to Fenrir to perform a Warranty
SVC Connection Validation, also known as SVC Connection. SVC Connection is required for every repair, whether
itisin warranty or out of warranty.

Fenrir needs to log every component used during a repair to FUS. If FUS does not see the
components used in the GSPN Service Order for the device, GSPN logic will assume parts were
never used. This will stop the GSPN Service Order from being marked Goods Delivered. If this
happens, no Warranty Claim will be generated, and the location will not be paid for the repair.

To perform Warranty Validation after a repair, connect the device to PC via USB cable and wait
for Fenrir to recognize the device. Once device has been recognized, select SVC Connection and
wait for SVC Connection to log the IMEI to the FUS server.

1
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Performance To ensure optimal performance when using Fenrir:
Tips & Tricks
e Make sure that the Service PC meets all minimum system requirements
outlined above

e Make sure to use a Samsung charging/data cable to ensure a proper
connection between the device and the Service PC

e Make sure that all needed binaries are updated daily to prevent device
detection or connection errors
= Fenrir will not recognize a device if the binary for it has not been

downloaded

e Do not use a USB hub to connect the device to the Service PC; this may
have negative impacts on data transfer speeds

e Make sure to use the rear USB ports on the Service PC for a direct
connection to the system BUS

e Make sure to use either the BLUE (USB 3.0) ports on the Service PC, or a
USB Type-C port

o Make sure that the cables being used to connect the device to the Service
PC are in good condition and working properly

e Make sure to leave the Service PC powered on and logged in so that
automatic software downloads can take place as scheduled (The screen
may be locked)

e Make sure that the Service PC has a stable connection to the Internet
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NEW MFA APP SETUP FOR GSPN LOGIN

Beginning on Tuesday October 22, 2024, GSPN is expected to switch their MFA App over to the SinglelD
Authenticator App. This short guide is meant to be a very brief overview of how to switch the app once
the change goes live in GSPN. The steps in this guide assume you already have an MFA device setup for
both GSPN logins (Slvl for main account and MOxfor MOTP account). This process should be completed
on both of your GSPN accounts!

***If you are using an iOS/Apple device, you must first setup a 6-digit passcode BEFORE attempting to
register it as an MFA device***

1. Download the SingleID Authenticator App from App Store (i0S)/Play Store (Android).

° SinglelD Authenticator
Samsung SDS Co,. Ltd.

2. Lloginto GSPN as you normally would to begin setup using the on-screen instructions.
a. WARNING: DO NOT SUBMIT AN MFA DELETION REQUEST!!!
b. If the User Consent page prompts, check “Accept all” to continue
3. Atthe verification option page, select “SinglelD Authenticator — PIN”
4. Click the “Get started” button on the Enroll SingleID Authenticator page
5. You should now be prompted to install the SingleID Authenticator app
a. For Android devices search the app on the Google Play store (or use the on screen QR)
b. ForiOS devices search the app on the App Store (or use the on screen QR)
6. Opentheapp onceit’s downloaded to your device and configure it as instructed below
a. Inthe App Permissions pop-up, click the “OK” button
i. Enabling Push notifications is ideal for authenticating
b. Pressthe “Start” button at the bottom to be sent to the Home page
7. Back on the PC prompt, click the “Next” button on the Install mobile app page
8. Youshould be at the Service registration page with 2 options to register (QR or Manual)
a. Scanning the QR will send you right to the next step (Step 9 see below)
b. To activate the Manual Code, use the app to enter the PIN code
9. Inthe pop-upthatsays, “Would you like to register the following service?” click “Registration”
a. lItshould say GSPN/secdx or something similar in the message box as well
10. You will then be asked to create a 6-digit PIN. Create a PIN and take note of it somewhere.
11. A pop up will appear saying “Please register your biometrics/Face ID”, be sure to click “Cancel”
a. This will bypass the biometric requirements
12. GSPN should take you to the Enrollment completed screen; at this point you should be able to
log into GSPN using the PIN method!

If you are having any issues with the MFA setup, DO NOT SUBMIT AN MFA DELETION REQUEST!!!
Instead, please submit a JIRA Ticket using this form to troubleshoot first:
https://ubreakifix.atlassian.net/servicedesk/customer/portal /6 /group/69/create /330

Please include screenshots of the errors you encounter to speed up the process!
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FAQ
Forgot your Password? -

When requesting a password reset, make sure you are entering your STG ID and not your UBIF/Asurion
email. Password reset can only be initiated by entering your STG ID. If you do not know your STG ID,
please reach out to your Franchise Consultant or Corporate District Manager.

I submitted “Forgot your Password?” with my STG ID but still not receiving an email -

Your account may have been deactivated. Submit a Sprinklr ticket for System Credential Support >STG
Support and explain the situation. If your account was deactivated, it will take 1-3 days to resolve.
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